@

[pnka3 OCTIK Poccum ot 11.02.2013 N 17
(pea. ot 28.05.2019)

"O6 yTBep)xaeHnn TpeboBaHMM O 3amuTe
MH(POPMaLIMK, HE COCTaBNSAOLLEN
rocy1apCTBEHHYIO TalHy, COAEpXKaLleNCs B
rOCyAapCTBEHHbIX NHOPMALIMOHHbIX cMcteMax”
(3aperuncrtpupoBaHo B MuHiocTe Poccmn
31.05.2013 N 28608)

(c n3Mm. u gon., Bctyn. B cmny ¢ 01.01.2021)

[okyMeHT npepoctasneH KoHcynbTaHTIAOC

www.consultant.ru

[ata coxpaHeHus: 27.01.2022


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

HcTounuk mydamkannu

B manHOM BHJE TOKYMEHT OMyOIHKOBAaH HE OBLI.

IlepBoHayabHBII TEKCT JOKYMEHTA OIyOJMKOBAH B U3JJaHUU

"Poccuiickas razera"”, N 136, 26.06.2013.

Nudopmanuro o myOmukamuu JOKYMEHTOB, CO3JAIONINX JAHHYIO PENAKIUI0, CM. B CIPaBKE K ITHM
JIOKyMEHTaM.

IIpumeyanue K JOKYMEHTY
Havano nefictBus penakuuu - 01.01.2021.

N3menenus, BHecenuble [Ipukazom OCTIK Poccum ot 28.05.2019 N 106 (pen. ot 27.04.2020),
BerynatoT B cuity ¢ | suBaps 2021 roga, 3a UCKIIIOYEHHUEM M3MEHEHMM, KOTOpbIe BCTYIMWIN B CHIIY I10
ucreueHun 10 mHed mocne nHA oduIManbHOrO omyoaukoBaHus (omyOnukoBaH Ha OduiuaiIbHOM
HWHTEpHET-TIOpTajie mpaBoBoi nHpopmanuu http:// www.pravo.gov.ru - 16.09.2019).

Ha3Banue 10KyMeHTa

ITpuka3z ®CTOK Poccun ot 11.02.2013 N 17

(pex. ot 28.05.2019)

"O06 yTtBepxkaennn TpeboBanuit 0 3anuTe WHGOPMAIUU, HE COCTABIISIIONIEH TOCYAapCTBEHHYIO TailHy,
coJIepKaIieics: B TOCy1apCTBEHHBIX HH()OPMAITMOHHBIX CUCTeMax "

(3apeructpupoBano B Muntocte Poccun 31.05.2013 N 28608)

(c u3Mm. u gor., Berym. B cuny ¢ 01.01.2021)
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3apeructpupoBano B Muntocte Poccun 31 mas 2013 1. N 28608

OEONEPAJIbHAA CITYXBA N0 TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 11 cheBpansa 2013 r. N 17

Ob YTBEPXAOEHUA TPEEQBAHVIVI 5
O 3ALLUUTE NHO®OPMALIUN, HE COCTABNAIOLWLEN TOCYOAPCTBEHHYHIO TAUHY,
COOEPXALLENCA B TOCYOAPCTBEHHbIX UH®OPMALIMOHHBIX CUCTEMAX

CnucoK U3MEHSIOIINX JJOKYMEHTOB
(B pen. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N _106)

B cootBercTBHM ¢ yacThio 5 cTathu 16 @enepanbHoro 3akona ot 27 utons 2006 r. N 149-d3 "O6
uHpopManuy, HWHPOPMALMOHHBIX TEXHOJOrMsAX W o 3amure wuHpopmamuu" (CoOpanue
3akoHoarenscTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15,
ct. 2038; N 30, ct. 4600; 2012, N 31, cr. 4328) u [lonoxenuem o DenepasbHON CIyk0O€ O
TEXHUYECKOMY H OKCIIOPTHOMY KOHTpPOJIIO, YyTBepKAeHHbIM Yka3zom llpesmaenta Poccuiickoit
Oenepannu ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHomatenbcTBa Poccuiickorr deneparum,
2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818),
MIPUKA3bIBAIO:

1. VrBepmuth mpumiaraemeie TpeOoBaHusi o 3amure wHWHQOpPMAMHM, HE COCTABISIONIEH
rOCyJapCTBEHHYIO TaliHy, COAEp KaIENCsl B TOCYJaPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX.

2. YCTaHOBUTH, YTO yKa3aHHbIE B IMyHKTe | HacTosmiero npukasa TpeboBaHus NPUMEHSIOTCS AJIs
3alUThl HH(OPMALMK B TOCYAAPCTBEHHBIX MHYOPMAIIMOHHBIX cucTeMax ¢ 1 centsaops 2013 r.

Jupexrop

denepanbHOM CIIyKOBbI IO TEXHUYECKOMY
Y KCIIOPTHOMY KOHTPOJTIO

B.CEJIMH

Y TBepKICHBI
npukazoM ®CTIK Poccun
ot 11 ¢espansa 2013 . N 17

TPEGOBAHUSA ]
O 3ALUMUTE UHOOPMALIMM, HE COCTABNSIIOLEN FOCYAAPCTBEHHYIO TAWHY,
COMEPXALLENCA B FOCYOAPCTBEHHbIX UHOOPMALIMOHHbIX CUCTEMAX
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CnucoK N3MEHSIOMINX TOKYMEHTOB
(8B pen. IIpukazoB @®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N _106)

. O6wme nonoxeHuns

1. Hactosmme TpeGoBanusi pa3paboTaHbl B COOTBETCTBUU ¢ DeepanbHbIM 3aKOHOM OT 27 U0
2006 r. N 149-®3 "O6 wmnbopmaiuu, MHPOPMAIMOHHBIX TEXHOJOTHUAX M O 3ammuTe nHpopmanuu"
(CobOpanue 3akoHomatenbcTBa Poccuiickoit ®eneparuu, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, cr. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke ¢ y4eTOM HalMOHAIbHBIX
crangaptoB Poccuiickoit ®egeparu B o0iacTu 3amuThl MHGOpMAIMM M B OOJIACTH CO3JAHHS
ABTOMATU3HPOBAHHBIX CUCTEM (Jlajiee - HallUOHAIbHBIC CTaHIAPThI).

2. B J0OKyMeHTe YCTaHABIIMBAIOTCS TPEeOOBaHUS K OOECIICUCHHWIO 3alluThl WH(OpMAIUN
OTrPaHUYEHHOTO JIOCTYIIA, HE COJIeprKalleil CBECHUsI, COCTABIISIIOIINE IOCYJapCTBEHHYO TaliHy (nasee -
uH(popMallrs), OT YTEUKU MO TEXHUYECKUM KaHallaM, HECAHKIIMOHUPOBAHHOTO JOCTYTA, CHEIHaTIbHbIX
BO3JICHCTBUI Ha TaKyro WH(OpMaLKIO (HOCUTENU WH(OPMALIUK) B LENSAX ee JOOBIBaHUS, YHUUTOXKEHUS,
UCKXEHUS WM OJIOKHpPOBAaHMS JOCTyna K Hell (mamee - 3ammra uHboOpManuu) mpu obpaboTke
yKa3aHHOUM MH(OpMAIMK B TOCYAaPCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAX.

Hacrosimue TpeGoBaHMsS MOTYT NPUMEHSTHCS IS 3alIUTHl OOIIEIOCTYNMHOW WH()OpMAIIHH,
coJIepKalieicss B TOCYJapCTBEHHBIX HH(OPMAITMOHHBIX CUCTEMaX, JIJISl IOCTHKEHUS TIeJIeH, YKa3aHHBIX
B nyHkTax 1 m 3 yactu 1 crareu 16 DeaepanbHoro 3akona ot 27 wutons 2006 r. N 149-®3 "O6
uH(popMaly, HTHPOPMAITMOHHBIX TEXHOJIOTHUSX U O 3aiiuTe nHdopmanuu'.

B 1okymeHTe He paccMaTpuBalOTCs TpeOOBaHUS O 3amuTe HWHQOPMALUHU, CBA3aHHBIE C
NPUMEHEHHEM  KpUNTOrpau4ecKuXx  METOJOB  3alIUThl  MHQOpPMamud W MHUPPOBAIBHBIX
(xpunTorpadMIeCKuX) CPEACTB 3alIUTH HHPOPMAIIHH.

3. Hacrosmue TpeOoBaHUs SBIAIOTCS 00s3aTeNbHBIMM TP 00paboTke uHGOpMauu B
rOCYJapCTBEHHbIX MH()OPMALMOHHBIX CHUCTEMax, (PYHKIMOHHMPYIOIMX Ha Teppuropuu Poccuiickoit
denepanyy, a Takke B MYHUIHUNAIbHBIX MH(OPMAIMOHHBIX CHUCTEMAax, €CJIM MHOE HE YCTaHOBIJIEHO
3aKoHOaTenbCcTBOM Pocculickon denepanyuy 0 MECTHOM CaMOYIIPaBIICHUN.

Hacrosimue TpeOGoBaHMs HE pPACIpOCTPAHSIOTCS HA TOCYJapCTBEHHbIE WH()OPMAIIMOHHBIC
cucteMbl Anmunuctpanuu [lpesunenta Poccuiickoit ®enepanuu, Coera bezonmacnoctu Poccuiickoit
Oenepannn, DenepansHoro Cobpanus Poccuiickori @Denepanuu, IIpaButensctBa Poccuiickoit
®enepanun, Konctutynumonnoro Cyaa Poccuiickoit ®denepanuu, BepxoBHoro Cyaa Poccuiickoit
Oenepanun u PenepanbHol ciyk0b1 6e30macHocTH Poccuiickoit denepanuu.

(8 pen. lpukaza ®CTIK Poccum ot 15.02.2017 N 27)

4. Hacrosimue TpeOoBaHus mpenHa3zHaueHbl Uit oOmajareneid MHQOpPMaNuM, 3aKa3yUKOB,
3aKITIOYHMBIINX TOCYAPCTBEHHBII KOHTPAKT Ha CO3JaHNE TOCYAaPCTBEHHOW WH(POPMAIIMOHHOMN CHCTEMBI
(manee - 3aKa34MKU) U OMEPATOPOB rOCYIAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM (JaJiee - OTIepaTophl).

JIuo, oOpabaTbIBaromiee WHGOPMAIHIO, SBISIONIYIOCS TOCYIapCTBEHHBIM HH(OPMALMOHHBIM
pecypcoM, IO TOpy4eHuIo oOnanaTens uHpopMauuu (3aka3yuka) WM omepatopa H - (WiIH)
NPEJOCTABIIAIONICE MM BBIYUCIUTENbHBIE PECYpChl (MOIIHOCTH) JUIsi OOpabOTKM WH(POpPMALUU Ha
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OCHOBAaHHMHM 3aKJIIOUYEHHOTO JOTOBOpa (Iajee - YMOJHOMOYEHHOE JIUI0), OOEeCIeunBaeT 3alIuTy
uHpOpMallMd B COOTBETCTBUU C 3aKOHOjAaTeslbcTBOM Poccuiickoit ®epepanuu 006 uHpOpManuy,
MH(POPMALIMOHHBIX TEXHOJIOTUAX U 0 3ammTe nHdopManuu. B noroBope nomkHa OBITH MpeaycMOTpeHa
0053aHHOCTh  YIOJIHOMOYEHHOTO JiMia o0ecrmeunBaTh 3alIUTy HMHQOPMALUH,  SBISIOMIEHCS
rOCYJIapCTBEHHBIM HH(OPMAIIHOHHBIM PECYPCOM, B COOTBETCTBUH C HACTOSIIIUMHE TpeOOBaHUSMH.

5. IIpu oOpaboTke B rocyaapCTBEHHOM MH(OPMAIMOHHON cucTeMe HMHGOPMAIMH, COAEpKaIeh
MepCOHANbHBIE JaHHbIE, HAcTosIIMe TpeOoBaHUS MPUMEHSIOTCS HapsAy ¢ TpeOOBaHMAMH K 3allIUTe
MEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B MH(POPMAIMOHHBIX CHUCTEMax IMEPCOHANBHBIX JaHHBIX,
YTBEp)KJICHHBIX ocTaHoBJIeHueM IlpaButenscTBa Poccuiickoit @enepanyu ot 1 HosOps 2012 1. N 1119
(Cobpanue 3akononarensctBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

6. Ilo pemenuto obnagatens uHbopMauu (3aKa3uynuka) WIA orepaTopa HacTtosmue TpedoBaHus
MOTYT TIPUMEHSTBCSA JUISI  3allUThl  WHQPOpPMAIMK, COJIEP)KAIICHCS B HETOCYAapCTBEHHBIX
WH(POPMAIIMOHHBIX CHCTEMAX.

7. 3ammrta nHGOPMALIKH, COAEPIKAIENCs B TOCYIapCTBEHHON HH(OPMAITMOHHON cucTeMe (Janee -
nHPOpPMALIMOHHAS CUCTEMa), OO0ECIeYMBAETCsl IIyTEeM BBIOJHEHUs oOJjazaTeneM WHPOpPMALUU
(3aKa3unkoM) u (WIK) OTIepaTopoM TPeOOBaHUI K OpraHW3aIUH 3aIlUThl HHPOPMAITUH, COIepIKaIIeHCs
B WHPOPMAIMOHHOW CHUCTeMe, W TpeOOBaHWUN K MepaMm 3amuThl WHGOPMAIMH, COJEp)KaIIecs B
MH(OPMALIMOHHON CUCTEME.

Il. Tpe6boBaHMA K opraHM3auum 3awmTbl MHoOpMaLuu,
cogepxawencsa B UHOPOpPMaLMOHHON CUCTeEME

8. B mH(popMannoHHOW cHcTeMe OOBbEKTaMH 3alllUTHI SBIISIOTCS WH(GOPMAITUS, COACpIKAIIAsAC B
WHPOPMAIIMOHHOM CHCTEME, TEXHUIECKHE CPEIICTBA (B TOM YHCIIE CPEJICTBA BRIYUCIUTEILHON TEXHUKH,
MAaIllMHHBIE HOCUTEIN HH(OpPMAIMK, CPEICTBA U CHUCTEMBI CBS3HM W TIepeAayd JTaHHBIX, TEXHUYCCKUE
cpeacTBa 00paboOTKM OyKBEeHHO-IIU(POBOH, rpaduueckoil, BHIEO- U pedeBOd HHPOPMAIIHH),
o0IIeCUCTEMHOE, TPHUKIAIHOE, CIENUAIbHOE NPOrpaMMHOE o0ecredeHrne, WHPOPMAIUOHHbIE
TEXHOJIOTHH, a TAaKXKe CPEACTBA 3aIIUThHI HH()OPMAIIHH.

9. Jns oOecrieyenust 3amuThl HHOpManmu, coaepxkaiieiics B HH(GOPMALMOHHOM CHCTEME,
OIIEpaTOPOM HA3HAYaeTCs CTPYKTYpPHOE IMOJApa3/eieHue WM JOJDKHOCTHOE JHMLO (pabOTHHK),
OTBETCTBEHHBIE 32 3aIIUTy UH(OPMALIHH.

10. [ns mpoBeneHuss paboT mo 3amuTe HHGOpPMAMM B XOA€ CO3/aHUS M OKCIUTyaTaluu
nH(OPMAIIMOHHON CUCTEMBI oOnanareneM nHGopMaIuu (3aKka3uuKoM) U OTIEPaTOPOM B COOTBETCTBUU C
3akoHoAarenbcTBOM Poccuiickoit ®denepauuu npu HEOOXOAMMOCTH MPUBIIEKAIOTCS OPTraHU3alNU,
MMEIOIINE JUICH3UIO Ha JICSITEIPHOCTD M0 TEXHUYECKOW 3amuTe KOH(QUISHIIMAIbHON WH(pOpManuu B
cooTBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 4 Masg 2011 r. N 99-®3 "O nuueH3upoBaHUU OTIAEIBHBIX
Bua0B AestensHocTU" (CoOpanue 3akoHonaTenbeTBa Poccuiickoit @enepanuu, 2011, N 19, c1. 2716; N
30, cT. 4590; N 43, c1. 5971; N 48, ct1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. JIns obGecrmeuenus 3ammuThl WHDOpMAMU, coaepKamieiics B WH(MOPMAIMOHHONW CHCTEME,
MPUMEHSIOTCSL CPEACTBa 3aIlUThl HWH(GOpPMAIMH, TMPOIICAIIAE OICHKY COOTBETCTBHA B (hopme
o0si3aTenbHON cepTU(dUKAIMM Ha COOTBETCTBHE TpeOOBaHUSM IO O€30MacHOCTH HH(pOpMaluu B
COOTBETCTBUH CO cTaThel 5 denepanbHoro 3akona ot 27 nexadps 2002 r. N 184-d3 "O TexHMYECKOM
perynupoBanuu" (Cobpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2002, N 52, ct. 5140; 2007,
N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, cT. 3626; N 48, ct. 5711; 2010, N 1,
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cT. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3amura uHOpMamH, coaepkamielics B MHPOPMAIIMOHHOW CUCTEME, SIBISIETCS COCTAaBHOM
4acThi0 padOT MO CO3AAHUIO U IKCIUTyaTalli WH(OPMAIIMOHHON CHCTEMBI U O0ECIIEYMBAETCS HAa BCEX
cTanusax (dTamax) ee CO3JaHMs, B XOJE JKCIUTyaTalldd M BBIBOJAA W3 IKCIUIyaTAIl[UU ITyTEM MPUHSATHS
OpPraHM3AIMOHHBIX W TEXHUYECKHUX Mep 3allUThl HWH()OpPMAIWH, HANPaBJIICHHBIX Ha OJOKHUpOBaHUE
(HelTpanu3anuio) yrpo3 0e30macHoCTH HHPOPMAIUU B HHOOPMAIIMOHHON CUCTEME, B PAMKaX CHCTEMBI
(momcucTeMbl) 3amuThl MHGOpMAaMKU HMHGDOPMAIIMOHHONW CHUCTEMBI (Jajiee - CHCTEMa 3allHThI
nH(popManuy HHHOPMAITMOHHON CHCTEMBI).

(B pen. [pukaza ®CTIK Poccum ot 15.02.2017 N 27)

OpraHu3anroOHHbBIE U TEXHUYECKHE MEPHI 3alIUTHl HH()OpMAIHH, peaan3yeMble B paMKaxX CHCTEMbI
3a1uThl HHOpMaUU HH)OPMAIIMOHHONW CUCTEMBI, B 3aBUCUMOCTH OT MH(OpMaINHU, cofepxalencs B
nH(OPMALIMOHHON cUCTeMe, 1ieNiel co3AaHud MH()OPMAILMOHHOM CHCTEMbI M 3aad, PelIaeMbIX ATON
MH(OPMALIMOHHON CUCTEMOH, TOJKHBI OBITH HAMpaBIEHbI HA HCKITIOUEHUE:

HEMpPaBOMEPHBIX JOCTYIA, KOMUPOBaHMS, MPEAOCTABICHHUS WM PaclpOCTpaHEHHUs HWH(pOpMauu
(obecnieuenue KOH(PUACHINATEHOCTH HH(OPMAIIHHN);

HETPaBOMEPHBIX YHUUTOXXEHUS WM MOAU(UITMpOoBaHus HHPOpManuu (obecrieueHne neJIOCTHOCTH
nHpopMaIun);

HeIpaBoMepHOro 0J0oKupoBaHus nHMopMaIuu (o0ecredeHre JOCTYTHOCTH HH(POPMAIIUH).

13. JIns obGecmeueHus: 3amuthl uHpOpManmu, coaepskamieiics B WH(GOPMAIMOHHON CHCTEME,
MIPOBOJATCS CIETYIOIINE MEPOIIPUSATHUS:

dbopmupoBanue TpeboOBaHMI K 3amuTe WHGOPMALWU, COACpIKAIIEHCS B HWHPOPMAIMOHHON
CHCTEME;

pa3paboTKa CUCTEMBbI 3alIUThl HHPOpMaIKU HH)OPMALIMOHHONW CUCTEMBI;
BHE/IPEHUE CHCTEMBI 3aIllIUThl HHPOPMALUU HHYOPMALIMOHHON CHCTEMBI;

aTTectanus HMH()OPMAIMOHHOW CHCTEMBbl MO TpeOOBaHUSAM 3amuThl HMHpOpManmu (Hanee -
aTTecrainus HHGOPMAIMOHHON CHCTEMBI) U BBOJI €€ B JICHCTBUE;

oOecrieyeHre 3alIUThl MH(DOPMAIMK B XOJE€ AKCIUTyaTallid aTTECTOBAaHHON HH(OpMAIMOHHON
CHCTEMBI;

obecrieueHne 3amuThl  MHGOPMAIMK TPH  BBIBOAC M3 OKCIUTyaTallud  aTTECTOBAHHOU
MH(OPMALIMOHHON CUCTEMBI WJIM TIOCIIE MPUHATHUS pelIeHUs] 00 OKOHYaHUU 00paboTKu HHbOpMaIuy.

PdopmupoBaHme TpeboBaHUM K 3awmTe nHopmaLumum, cogepxawiencs
B UHPOPMaALMOHHOWN CUCTEME

14. ®opmupoBanue TpebOBaHUN K 3amuTe MH(GOPMALUHU, coAep)Kalleics B MHPOPMAIMOHHOMN
CUCTEME, OCYIIECTBIISIETCS 00aaaTesieM HHPOpMaIUH (3aKa3UUKOM).

®opmupoBaHue TpeOoBaHMH K 3amuTe HMHGOpMAIMM, cojepxaiieiics B HH()OpMaMOHHON
cucreme, ocymectpisiercs ¢ ydyerom [OCT P 51583 "3ammra unpopmaruu. [lopsnok cosnaHus
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

ABTOMATHU3MPOBAHHBIX CHCTEM B 3alluiIeHHOM ucnoiHeHuH. OOmme nonoxenus" (mamee - [OCT P
51583) u I'OCT P 51624 "3ammra uHdopmanuu. ABTOMATH3UPOBAHHBIE CUCTEMbI B 3alllUIIEHHOM
ucnonaenuu. O6mmue tpedosanus” (nanee - TOCT P 51624) u B ToM uncie BKIIOYAET:

NPUHSATHE  pEeHIeHUusT O  HEeO0OXOAMMOCTH  3almuThl  WMHGOpMAIMH, COoAepXkKalleics B
MH(OPMaLIMOHHON CUCTEME;

KIaccu(UKaio HMHPOPMALMOHHON CHUCTEMBI MO TPeOOBaHMSAM 3aIUTHl MHpOpManuu (nanee -
knaccudukanus nHHOPMAIMOHHON CUCTEMBI);

orpenieieHue yrpo3 0e30MmacHOCTH HH(GOpMAIMM, pealu3alus KOTOPBIX MOXKET HPUBECTH K
HapylIeHUI0 0e30macHOCTH uH(popManuu B MHPOPMAIIMOHHON CHUCTEME, U pa3pabdOTKy HAa UX OCHOBE
MOJIeNIN YTpo3 6e30macHOCTH HH(pOpMaIuH;

orpezeneHue TpeOOBaHUN K CUCTEME 3aIlUThl HHQOopMauyu HHHOPMALIMOHHON CUCTEMBI.

14.1. Ilpu npuHATHH peuieHUus O HEOoOXOJAMMOCTH 3alMThl HWH(OpPMAIMU, COAEpIKaIICHCsS B
MH(OPMALIMOHHON CUCTEME, OCYIIIECTBIISETCS:

aHaIM3 TeNel co3anusl H(HOPMAIIMOHHOW CHCTEMBI U 33]1a, pelIaeMbIX 3TON WH(OPMAIMOHHON
CHCTEMOM;

orpenenenne nHpopMaIHy, ouIexamnieir 00padoTke B MHPOPMALMOHHON CUCTEME;

aHaJIn3 HOPMATHUBHBIX IIPaBOBBIX AKTOB, MCTOAWMYCCKUX OOKYMCHTOB W HaOWOHAJBHBIX
CTaHAApPTOB, KOTOPBIM JOJIDKHA COOTBETCTBOBATDH I/IH(i)OpMaI_II/IOHHaH CHUCTEMA,

NPUHATHE  pEIICHWsT O HEOOXOJUMOCTH  CO3/JaHUsl CHCTEMBl 3allluThl  WHGPOpPMAIUU
WH(OPMAIIMOHHONW CHCTEMBI, a TakXKe OIpeaeiieHre Ielel W 3agad 3amuThl WHPOpMaluu B
WH(OPMAIIMOHHONW  CHCTEME, OCHOBHBIX JTaloOB CO3JaHUS CHUCTEMBI 3allUTHl  WH(OpMAIUU
MH()OPMAIIMOHHONW CHCTEMBI M (DYHKIUN MO OOECIIEYCHHIO 3allUThl MH(POPMAIUH, COJEpIKaIIeHcs B
nH(popManmoHHOW cucteme, obnamatens wHoOpMaIMu (3aKa3dyuKa), orneparopa M YIOJIHOMOYECHHBIX
JIUIL.

14.2. Knaccudukanuss nHGOPMAIIMOHHON CHCTEMbI NMPOBOAUTCS B 3aBUCUMOCTH OT 3HAYUMOCTH
oOpabarbiBaeMoil B Heil uHpoOpManuu M Macmraba WHGPOPMALMOHHON cucTeMbl ((enepaabHbIi,
pEernoHaNbHbIN, 00BEKTOBBIH).

VYcraHaBnuBaroOTCA TpPU Kjlacca 3allMIIEHHOCTH HMH(POPMAIMOHHOW CHUCTEMBI, OMPEACIISIONINe
YPOBHH 3allIMIIEHHOCTH cojepkamencs B Hell nHpopmarmu. CaMblii HU3KUW KJIacC - TPETUH, CaMbli
BBICOKHUH - nepBbId. Kiacc 3ammumeHHocTH nHGOPMAIIMOHHONW CUCTEMBI ONIPEIEIISAETCS B COOTBETCTBUHI
¢ npunoxenueMm N 1 k HactosuM TpeGoBaHUSIM.

(8 pen. lIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

Knacc 3ammmienHoctu ompenensercss Uisi HWHGOPMAIMOHHOH CHUCTEMBI B LEJIOM M, HpHU
HEOOXOJUMOCTH, JUISI €€ OTICIBHBIX CETMEHTOB (COCTaBHBIX 4dacrei). TpeOoBaHHWe K Kiaccy
3aIUIIEHHOCTH BKJIIOYAETCSI B TEXHUUECKOE 33/1aHKe Ha cO3/laHue MH()OPMAIMOHHONW CUCTEMBbI U (MIIN)
TEXHUYECKOE 3aJaHHe (YaCTHOE TEXHHUYECKOE 3aJaHHe) Ha CO3[aHMe CHCTEMbl 3aIlUThl MHPOpPMALUU
nH(OPMAaLIMOHHOW cuUcTeMBbl, paspabareiBaemblie ¢ ydetoM [OCT 34.602 "HMuadopmarmonHas
TexHosnorus. Kommiekc cTaHgapToB Ha aBTOMAaTHU3MPOBAHHBIE CUCTEMBI. TE€XHHWYECKOE 3aJaHHE Ha
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

co3nanue apTomatusupoBanHoi cuctemsl” (ganee - FOCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3ammumeHHOCTH HH()OPMAIIMOHHOW CHUCTEMBI TMOMJICKUT NEPecMOTPY NpU H3MEHEHHHU
MaciTaba HHPOPMAIIMOHHOW CUCTEMBI WIIM 3HAYUMOCTH 00pabaThiBaeéMoil B Hell HH(pOpMAIIHH.

Pesynbrath kinaccudukanuu nHOOPMANMOHHONW CUCTEMBI O(DOPMIIIOTCS aKTOM KIacCH(DHKAITIH.

Knacc  3amumeHHocTd  MHGOPMAaLMOHHOW  cHCTEMBbI,  (YHKIMOHHPOBAHHE  KOTOPOM
npeanonaraercs Ha 0aze  HMHGOPMALMOHHO-TEIEKOMMYHUKAIMOHHOW HHQPACTPYKTYpbl LEHTpa
00paboTKH JTAHHBIX, <I> He JOJKEH OBIThH BbIILIE Kjacca  3alUIIEHHOCTH
MH(POPMALMOHHO-TEIEKOMMYHHUKAITHOHHONW MHPPACTPYKTYPhI LIEHTPA 0OPaOOTKH JTaHHBIX.

(a63am BBeneH [pukazom @CTOK Poccun ot 28.05.2019 N 106)

<1> [IyHKT 5.3 MeToan4yecKkux yKa3aHu# 10 OCYIIECTBICHHUIO y4eTa HHPOPMAIIMOHHBIX CUCTEM U
KOMIIOHEHTOB HH(pOPMallMOHHO-TEIEKOMMYHUKAIMOHHOW UH(PACTPYKTYPhI, YTBEPHKACHHBIX IPUKA30M
MunkomcBsizu Poccun ot 31 mas 2013 r. N 127 (3apeructpupoBan Muntocrom Poccun 5 Hosi6ps 2013
I., peructpanroHHslid N 30318), ¢ yuerom n3MeHeHu, BHECEHHBIX NTpuKa3oM MunkomcBsa3u Poccun ot
15 urons 2016 r. N 266 (3apeructpupoan Muntocrom Poccun 14 uronsg 2016 r., peructpanmonsbsiii N
42853).

(caocka BBeneHa [Ipukazom @CTOK Poccun ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e30macHOCTH HH(GOpPMALMK ONIPENENSIIOTCS MO pe3ybTaTaM OLEHKH BO3MOXKHOCTEH
(moTeHUMasa) BHEIIHMX M BHYTPEHHMX HapylIUTeJeH, aHalu3a BO3MOXHBIX YSI3BUMOCTEH
MH(POPMALIMOHHON CHCTEMBI, BO3MOXHBIX CIIOCOOOB pean3anuy yrpo3 0e30macHoCTH UHPOPMALUU U
MOCTICICTBU  OT HAapyIIeHWs1 CBOMCTB Oe3omacHocTH wH(popMarun (KOH(UICHINAIBHOCTH,
L[EJTOCTHOCTH, IOCTYITHOCTH).

(B pen. [Ipukaza ®CTIK Poccum ot 15.02.2017 N 27)

B kauecTBe WCXONHBIX JMJAaHHBIX MJid ONpeAeNieHus Yrpo3 Oe3omacHOCTH WHGOpMaLun
ucroib3yercss 0aHK JaHHBIX yrpo3 OezomacHoctH HH(opmanuu (bdu.fstec.ru), BeneHHEe KOTOPOTO
ocymectBisiercs @CTIOK Poccun B coorBerctBuu ¢ noanyHkroM 21 myskrta 8 Ilonoxkenust o
®denepanbHON CIIy)KO€ 1O TEXHUYECKOMY M OSKCIOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3om
[Ipesunenta Poccuiickoit ®denepanuu ot 16 arycra 2004 r. N 1085 (Cobpanue 3aKOHOIATEIHCTBA
Poccuiickoit @enepannu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, cT.
5431; 2012, N 7, ct. 818; 2013, N 26, cT. 3314; N 53, ct. 7137; 2014, N 36, ct1. 4833; N 44, cT. 6041;
2015, N 4, ct. 641; 2016, N 1, cr. 211) (manee - GaHK AaHHBIX yrpo3 Oe3omacHOCTH WH(MOPMALIUN
@OCTOK Poccum), a Takxke HHbIE UCTOYHUKH, COAEPIKAIIME CBEACHUS 00 YA3BUMOCTAX M yrpo3ax
0e30macHOCTH HH(POPMALINH.

(a63arm BBeneH [pukazom ®CTIK Poccun ot 15.02.2017 N 27)

[Tpu orpeeeHu! yrpo3 0e301MacHOCTH uHpopManuu YUUTHIBAIOTCS
CTPYKTYpHO-(DYHKIIMOHAIbHBIE XapaKTePUCTUKH UH(POPMAITMOHHON CUCTEMBI, BKIIIOUAIOIIUE CTPYKTYPY
U cocTaB MHPOPMAIMOHHON  CHUCTEeMBI, (U3HYECKHE, JIOTWYeCKUe, (DYyHKIHMOHAIBHBIE U
TEXHOJIOTMYECKHE B3aUMOCBSI3M MEXKAY CErMEHTaMH WH()DOPMAIIMOHHOW CHCTEMBI, C HWHBIMHU
WH()OPMAIIMOHHBIMU CUCTEMAMH H  HH()OPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIMU CETSIMH, PEKHMBI
00paboTku nHpOpManuu B MHHOPMAITMOHHONW CHUCTEME M B €€ OT/ACIBHBIX CErMEHTaX, a TaKKe WHBIC
XapaKTepUCTUKU HH(OPMALIMOHHONW CHCTEMbI, NIpHUMEHsAeMble HWH(GOPMALMOHHBIE TEXHOJOTUU U
0COOCHHOCTH €€ (DYHKIIMOHHPOBAHUSI.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

[lpn ompenenennn yrpo3 Oe3omacHOCTH WHPOpPMAMM B HWH(POPMAIIMOHHOW CHUCTEME,
(YHKIIMOHMPOBAHUE KOTOPOHM mpeamnosiaraercs Ha 0Oaze HMH(OPMAIMOHHO-TEICKOMMYHHUKAIIMOHHOM
UHPPACTPYKTYpHl LEeHTpa O0OpaOOTKM JaHHBIX, JOJDKHBI YYUTHIBATbCS YIPO3bl 0€30MMacHOCTH
nHpOpPMAILINHY, aKTyalbHbIE IS MHPOPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHONH WH(PPACTPYKTYpHl LEHTpa
00pabOTKH JTaHHBIX.

(a63arn BBeneH [pukazom ®CTIK Poccum ot 28.05.2019 N 106)

[lo pesynbraTam ompeneneHus yrpo3 0Oe3omacHOCTH HH(GOpMAaLUK MpU HEOOXOAUMOCTH
pa3pabaTbIBalOTCS PEKOMEHJAIMU 10 KOPPEKTHPOBKE CTPYKTYPHO-(QYHKUIMOHAIBHBIX XapaKTEPUCTHK
WH(POPMALIMOHHON CUCTEMBI, HAIllpaBJICHHbIE HA OJIOKMpOBaHHE (HEUTpAIM3alMIO) OTACIBHBIX YIpO3
0e30macHOCTH HH(POPMALIUH.

Mopens yrpo3 6e3omacHOCTH HWHGOPMAIMK JODKHA COJAEp)KaTh OMHCAHWE WH(POPMAIMOHHOW
CHCTEMBI U €€ CTPYKTYpPHO-(YHKIIHOHAJIBHBIX XapaKTEPHUCTHK, a TAKKe OMHCAHHE Yrpo3 0e30ImacHOCTH
uHpOpMaIMY, BKIIOYAIOIIEe ONHMCAaHWE BO3MOXKHOCTEH Hapymmrened (MOJENb HapyIIUTENs),
BO3MOKHBIX YSI3BUMOCTEH WH(OPMAIIMOHHON CHUCTEMBI, CIIOCOOOB pealu3aluu Yrpo3 0e30MmacHOCTH
nHOPMALIUU U MTOCIEACTBUI OT HapyIICHUS! CBOMCTB 0€30MacHOCTH HH()OPMAITHH.

Jlist onpenenenust yrpo3 6e3onacHoCcTH HH(pOpMauK U pa3paboTKH MOJCIH Yyrpo3 0e30MacHOCTH
nH(pOpMallUK TPUMEHSIOTCI METOJUYECKHE IOKYMEHTHI, pa3paboraHHble U yTBepkaeHHble DCTOK
Poccun B coorBerctBuUM ¢ moanyHktomM 4 myHkra 8 Ilonmoxkenuss o denepanbHoil cityx0e 10
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBepxkAeHHoro YkazoM IIpesunenta Poccuiickoit
@®enepannu ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHomatenbcTBa Poccuiickoit denepanuu,
2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, ct. 818).

14.4. TpeGoBaHMsI K CUCTEME 3aIIUTH HHPOPMAIUK WHPOPMAIIMOHHON CHCTEMBI ONPEACIISIOTCS B
3aBUCHUMOCTH OT KJlacca 3allMIIEHHOCTH HMHPOPMAIMOHHON cHUCTEeMBl M yrpo3 0e30macHOCTH
nH(pOpMaln, BKIIOYEHHBIX B MOJEIb YTPO3 0€30MaCHOCTH HHPOPMAITIH.

TpeboBanust k cucreme 3amuThl HHGOpMAIUMU WHOOPMALMOHHONW CHCTEMBI BKJIIOYAIOTCS B
TEXHUYECKOE 3a/laHie Ha CO3JJaHNe UHPOPMALIMOHHOM CUCTEMBI U (MJIM) TEXHUYECKOEe 3a/laHKe (4acTHOE
TEXHUYECKOE 3aJlaHHe) Ha CO3/IaHUE CHCTEMBl 3aIIUThl MH(OpMAM HH(POPMALIUOHHOW CHCTEMBI,
paspabateiBaembie ¢ yuetom [OCT 34.602, TOCT P 51583 u I'OCT P 51624, u 10yOKHBI B TOM YHCIIe
COJZIepPIKATH:

Oeiib U 3aJa4u obecrieyeHus 3alllUThI I/IH(bOpMaL[I/II/I B HH(bOpMaHHOHHOﬁ CUCTEMC,
KJI1aCC 3allIlMIIICHHOCTH HHCbOpMaHHOHHOﬁ CHUCTCMBI,

NEpCUCHb HOPMATHUBHBIX IIPABOBBIX AKTOB, MCTOAUYCCKUX HTOKYMCHTOB U HAIOMWOHAJIBHBIX
CTaHAApPTOB, KOTOPBLIM AOJI’KHA COOTBECTCTBOBATH I/IH(i)OpMaI_[I/IOHHaSI CHUCTEMA,

nepevyeHb 0OBEKTOB 3AIUTHl HHPOPMAITMOHHOW CUCTEMBIL;

TpeOOBaHUS K MepaM M CpeACTBaM 3alllUThl MH(QOpPMAIMH, MPUMEHSIEMbIM B HH(OpPMalMOHHON
CUCTEME;

cTanuu (dTarnsl paboT) CO3aHMsT CUCTEMBI 3allIUThI HHOPMAIIMOHHON CUCTEMBI;
(a63am BBeneH [Ipukazom ®CTOK Poccun ot 15.02.2017 N 27)
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

TpeOOBaHUS K MOCTaBIAEMBIM TEXHMYECKUM CPEICTBAM, MPOTPAMMHOMY OOECIEYEHHUIO,
CpeCcTBaM 3allUThl HHPOPMAIIUH;
(a63am BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

(GYHKIIUM 3aKa3yuKka M OIepaTopa 1Mo OO0SCIeUeHUIO 3aluThl HHpOpMauu B UHPOPMAITMOHHON
CHCTEME,;
(a63arn BBeneH [pukazom @CTOK Poccuu ot 15.02.2017 N 27)

TpeOOBaHUS K 3allUTe CPEICTB U CHCTEM, OOecneuuBaromux  (QyHKIMOHUPOBAHHE
nH(OPMAIIMOHHON CUCTeMBI (0OecreunBarolieii HHPpacTpyKType);
(a63am BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K 3ammTe WHPOPMANUKM TpU HWHPOPMALMOHHOM B3AaUMOACWCTBUH C WHBIMU
MH(OPMALIMOHHBIMU CUCTEMAMH U MH(POPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIMU CETSIMH, B TOM YHCIIE C
MH(POPMALMOHHBIMHU CUCTEMAMHU YIIOJHOMOYEHHOTO JIUI[A, a TAKXKE IPU NPUMEHEHUN BBIYNCIUTEIIBHBIX
pecypcoB (MOILITHOCTEH), MPETOCTABIEMbIX YIIOJIHOMOYEHHBIM JIMIIOM JJIs1 00paboTKH MH(OPMALIHH.

[Ipu ompeneneHnu TpeOOBaHUI K CHUCTEME 3aIlIUTHl MHPOPMAIMU WHPOPMAIIMOHHOW CHCTEMBI
YYUTBHIBAIOTCS TIOJIOKEHUS TOMUTHK oOecredeHus WHGOPMAIMOHHONW O€30MacHOCTH 00JIagaTens
nHpopManuy (3aKa3zdyrKa), a TaKKe MOJUTHK oOecrieueHus] MHPOPMAIMOHHOM 0€301MacHOCTH OIepaTopa
U YIOJHOMOYEHHOTO JIMIIa B YaCTH, HE MPOTHBOpEYAINCH TMOJUTHKaM oOsagaTens HH(OPMALUH
(3aKka3umka).

(8 pen. lIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

B cinydae coznanust nHQOpPMAIIMOHHOW CUCTeMbI, (PYHKIIMOHHPOBAHUE KOTOPOU Mpeanoiaraercs
Ha Oaze WH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW HHQPPACTPYKTYphl LEHTpa OOpabOTKHU IaHHBIX,
JIOTIOJTHUTEIBHO OMPEEISIOTCS TpeOOBaHHUS MO 3alIuTe WH(POPMALWH, MOIJISKAIINE pealn3alud B
MH(pOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOW HHPPACTPYKTYpE 1IEHTpa 00pabOTKH TaHHBIX.
(a63arn BBeneH [pukazom ®CTIK Poccum ot 28.05.2019 N 106)

Pa3paboTka cuctembl 3awWmTbl MHPOpMaLum MHPOPMaLMOHHON CUCTEMDI

15. PaspabGotka cucremMbl 3amuThl HHpOpMAIK WHPOPMANMOHHOW CHCTEMBI OPTraHU3yeTCs
oOnanareneM nHpopMaluu (3aKa3uuKkoM).

Pa3paboTka cuctembl 3amuThl MHGOpPMANMKM WH(GOPMAIMOHHOW CHCTEMBI OCYIIECTBISIETCS B
COOTBETCTBMM C TEXHHYECKUM 33JlaHMEM Ha CO3JaHMe WH(QOPMAIMOHHOW CHUCTeMBbl U (WIIHN)
TEXHUYECKUM 33J1aHueM (JacTHBIM TEXHUYECKUM 3aJlaHHMEeM) Ha CO3/IaHHE€ CHUCTEMbI 3allUThI
uHpopMmanuu uHPopMannoHHOH cuctembl ¢ ydyerom [OCT 34.601 "WndpopmannoHHas TEXHOJOTHS.
Kommieke crangapToB Ha aBTOMAaTH3MPOBAaHHBIE CHCTEMBI. ABTOMATH3MPOBaHHBIE cHcTeMbl. CTamnuu
co3manus” (manee - FOCT 34.601), TOCT P 51583 u 'OCT P 51624 u B TOM 4mcCIie BKIIOYAECT:

MPOEKTUPOBAHKUE CUCTEMBI 3aLIUTHI HHPOPMAIIUN HHPOPMAIIMOHHOM CUCTEMBL;

pa3paboTKy  AKCIUTyaTallMOHHOW  JIOKYMEHTAallMM Ha  CHUCTeMYy 3allUuThl  HH(pOpMaluu
MH(POPMALIMOHHOM CUCTEMBI;

MaKETHPOBAHWE M TECTHPOBAHUE CHUCTEMBI 3aIIUTHl MHPOPMALUU HH(OOPMAIIMOHHOW CHCTEMBI
(npu HEOOXOAUMOCTH).
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Cucrema 3allNThI I/IH(1)OpMaI_II/II/I HHq)OpMaHHOHHOﬁ CUCTEMbl HC [JOJIKHA MPCHIATCTBOBATH
JIOCTYDKCHUIO 1eJIel Co3aHus HH(I)OpMaHHOHHOﬁ CHUCTEMBI M €€ (I)yHKI_[I/IOHI/IPOBaHI/IIO.

[Tpu pa3paboTke cCUCTEMBI 3aIIUTHl WHGOpPMANKUU WHPOPMALMOHHON CHCTEMBl YUUTHIBACTCS €€
nH(pOpMaLMOHHOE B3aUMOJICHICTBUE c WHBIMU H(OPMaLIMOHHBIMU CUCTEMaMH "
MH(OPMALIMOHHO-TEIEKOMMYHHUKAIIUOHHBIMH CETSIMH, B TOM 4YHClie ¢ MH(QOPMAIIMOHHBIMU CHCTEMaMU
YIOJIHOMOYEHHOIO JIMIa, a TaKKe IPUMEHEHHE BBIYMCIUTEIbHBIX PECYpcoB (MOILIHOCTEMN),
NIPEJOCTABIAEMBIX YIOTHOMOYEHHBIM JIHUILIOM [T 00paboTKU HHPOpPMALIUK.

15.1. TIpu npoeKkTUpOBaHUU CUCTEMBI 3alUTHI HH(POPMAIUK HHPOPMALMOHHOW CUCTEMBI:

OTIPENIeNIAIOTCS THITBI CyOBEKTOB JOCTYTIA (TI0JIb30BATEINH, IPOLECCH] U MHBIE CYOBEKTHI JJOCTYIIA) U
00BEKTOB JOCTYyMa, SBISIIOIIMXCS OOBEKTaMU 3aIlIUThl (YCTpPOHCTBA, OOBEKTHI (hallJIOBOM CHUCTEMBI,
3alycKaeMble U HCIOJHSIEMble MOJIYJH, OOBEKTHl CHCTEMBbl yNpaBieHHUs 0a3aMU JAHHBIX, OOBEKTHI,
CO3/1aBaeMbl€ MPHUKIJIAHBIM IIPOIPAMMHBIM 00€CIIeYeHUEM, HHBIE O0BEKTHI JOCTYIIA);

OIIPEICTISIFOTCS. METO/IbI YIPABJICHHS JOCTYIIOM (IMCKPEIIMOHHBINA, MaH/IATHBIH, POJICBOI NI HHBIE
METOIbI), THIBl JOCTyNna (YTEHUE, 3alKCh, BHINOJIHEHHWE WJIM HHBIE THUIBI JIOCTYNa) W IpaBHIIa
pasrpaHMyeHHs JI0CTyna CyOBEKTOB JOCTyna K OOBeKTaM JjJocTyna (Ha OCHOBE CIIMCKOB, METOK
0€30MacHOCTH, POJICH M MHBIX MTPABHII), TIOUICKAIIIE Peai3alii B MHPOPMAIIMOHHOW CUCTEME;

BBIOMPAIOTCST MEPBI 3alIUThl WHGOPMAIUH, TMOJICKANINE peaTu3alui B CHUCTEME 3allUTHI
nHpopmanuu nHOOPMAITMOHHON CHCTEMBI;

ONpCACIIIOTCA BUJBI W THUIIBI CPCACTB 3allIUTHI HH(bOpMaHHH, O6€CHC‘II/IB8.IOH_[I/IG pcajm3anuro
TCXHUYCCKUX MCP 3alIUTHI I/IH(l)OpMaI_II/II/I;

OTIPEICIISACTCSl CTPYKTYpa CHCTEMBI 3aIIUTHI WHGOpMAIUU WHHOPMAITMOHHONW CHUCTEMBI, BKIIIOUAs
COCTaB (KOJIMYECTBO) M MECTA PA3MEIICHHS €€ SJIEMEHTOB;

OCYIIECTBIISIETCS. BBIOOpP CPEACTB 3alUThl MHPOpPMAIUH, CepTU(GUINPOBAHHBIX HA COOTBETCTBUE
TpeOoBaHUAM 10 0€30MacHOCTH MH(POpPMAIMM, C YYETOM MX CTOMMOCTH, COBMECTHMMOCTH C
MH(POPMALIMOHHBIMU TEXHOJOTUAMU W TEXHHYECKUMHU CpPEICTBaMHU, (YHKIMHA O€30MacHOCTH 3ITHX
CpeACTB U OCOOCHHOCTEN MX pealn3alliy, a TaKkKe Kiacca 3allUIIeHHOCTH HH(POPMAITMOHHON CHCTEMBI;

OTpeeNsAoTCS TpeOOBaHUS K MapaMeTrpaM HACTPOUWKH MPOTPAMMHOIO O0eCredYeHHs, BKIIIOUast
MporpaMMHOE OOecCIieueHrne CPEACTB 3alluThl HHQPOpMalUM, OOECTEUMUBAIONIUE pPEATU3AIUI0 Mep
3amuUTel HHQOPMAIMK, a TaKKe YCTpaHEHUE BO3MOXKHBIX YSA3BUMOCTEH WH(MOPMAIMOHHOW CHCTEMBI,
MPUBOASIINX K BOSHUKHOBEHUIO YIpo3 0€301macHOCTH HH(OpMaIui;

(8 pen. lIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

OTIPEICNISAIOTCS MEphl 3alIUThl UHPOPMAIIUU TpU UHGOPMAITMOHHOM B3aUMOJCUCTBUU C WHBIMU
I/IH(i)OpMaI_II/IOHHBIMI/I CUCTEMaMU U I/IH(1)OpMaI_[I/IOHHO-TGHGKOMMYHHK&L[I/IOHHBIMI/I CCTsIMHU, B TOM YHCIJIC C
I/IH(l)OpMaIII/IOHHI)IMI/I CUCTCMAaMH YIIOJTHOMOYCHHOTI'O JIMIIAa, a TaKKC IIpU MPUMCHCHUN BbIYUCIUTCIIbHBIX
pecypcoB (MOIIHOCTEH ), TPEIOCTABISIEMbIX YIIOJITHOMOYCHHBIM JIUIIOM JIJIs 00paboTKH MH(GOpMAITHH.

Pe3ynpraTel NpPOEKTUPOBAHUS CHCTEMBI 3alIUTHl MHQOpPMANMU HWHPOPMAIMOHHOW CHCTEMBI
OTPaXXaIOTCSI B MPOEKTHOM TOKYMEHTAlUU (ICKU3HOM (TEXHHUYECKOM) MPOeKTe W (Uiau) B paboueit
JOKyMEHTAIlMM) Ha MH(POPMALMOHHYIO CHUCTeMY (CHCTEMY 3alMThl MHPOpPMALUU HH(POPMAIIMOHHON
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cuctembl), paszpabarbiBaembix ¢ ydetoM [OCT 34.201 "WudopmarmonHas Ttexnonorus. Komrekc
CTaHJApTOB HAa aBTOMAaTU3MPOBAHHBIE CHUCTEMBl. BUbI, KOMIUIEKTHOCTh U OOO3HAUYECHUE JTOKYMEHTOB
IIpU CO3JaHUM aBTOMaTU3UpoBaHHbIX cucteM" (manee - 'OCT 34.201).

[TpoexTHass MOKyMeHTanuss Ha WH(POPMAIMOHHYIO CHUCTeMy M (WIH) €€ CHCTeMY 3allUThl
nH(pOpMalIMU MOJJIEKAT COTIACOBAHUIO C ONEpaTOPOM HH(OPMAIIMOHHONW CHUCTEMBI B CIyyae, €Ciu OH
ONIpeZIeNIEeH TAaKOBBIM B COOTBETCTBHU C 3aKOHOAATENbCTBOM Poccuiickoir Denepany K MOMEHTY
OKOHYaHUS TPOEKTUPOBAHUS CHUCTEMBl 3aIIUThl HMHPOpPMALUU HHMOPMAIMOHHOW CHCTEMBl U He
SBIISICTCS 3aKa3UMKOM JaHHOIN MH(OPMAIIMOHHON CUCTEMBI.

[Ipy OTCYTCTBHMM HEOOXOIUMBIX CPEICTB 3alIMThl HH(POPMALUHU, CEPTUPHUIMPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHHMAM IO Oe30macHOCTH WHGOpPMAINU, OpTaHU3yeTcs pa3paboTka (mopaboTka)
CPENCTB 3alUThl HH(MOPMAITUU U UX CepTU(DUKAIUSI B COOTBETCTBUH C 3aKOHOIATEIILCTBOM Poccuiickoit
denepanuy WM TPOU3BOAUTCS KOPPEKTUPOBKA MPOCKTHBIX PEIICHUH 10 MH()OPMALMOHHOM CHCTEMe U
(uM) ee cucTeMe 3aIIUTHl WHPOPMAIMU C y4eTOM (DYHKIMOHAIBHBIX BO3MOXKHOCTEH MMEIOIINXCS
CepTU(HUIMPOBAHHBIX CPEJICTB 3AIUTH HH()OPMAIIH.

[Ipy TPOEKTHPOBAaHMHM CHCTEMBI 3alIUTHl  HMH(pOpPMAUK WHPOPMALMOHHON  CHCTEMBI,
(GYHKIMOHMPOBAaHUE KOTOPOHM TMpeamnoiaraercs Ha 0aze HH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHOM
MHQPACTPYKTYphl LIEHTpa 00pabOTKH JaHHBIX, IJid OJOKUPOBAHMS aKTyaJbHBIX yrpo3 0e30MmacHOCTU
uHpopMauuu MOTryT OBITh TPUMEHEHbl Mepbl 3alUThl HMHQOpMAIMM, pealu3yemble B
MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHONW HHPPACTPYKType LIeHTpa 00pabOTKH JaHHBIX.

(a63am BBeneH [pukazom ®CTOK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka 3KCIUTyaTallMOHHOM JOKYMEHTAIllMM Ha CHUCTEMY 3allUThl HHPOpPMAaLUU
MH(OPMALIMOHHON CHUCTEMBI OCYLIECTBIISIETCS B COOTBETCTBUM C TEXHUYECKUM 3aJaHUEM Ha CO3/1aHUeE
MH(OPMALIMOHHONW CUCTEMBbl U (MJIM) TEXHUYECKUM 3a/laHueM (YaCTHbIM TEXHMYECKHUM 3aJlaHuEeM) Ha
CO3JIaHHE CUCTEMBI 3aLUThI HH(OPMALIMU HUHPOPMALIMOHHON CUCTEMBI.

OKCIUTyaTalluOHHAs JOKYMEHTallMs Ha CHUCTEMY 3alluThl HHPOpMAUK HHGOPMALMOHHON
cuctembl pazpadareiBaetcs ¢ yauerom [OCT 34.601, TOCT 34.201 u 'OCT P 51624 u nomxHa B TOM
4HCJIE COJEPKATh ONHUCAHUE!

CTPYKTYPBI CHCTEMBI 3aIUTHl HH(POpMAITUK HHHOPMAITMOHHON CHCTEMBI;

COCTaBa, MECT YCTAaHOBKH, MapaMETPOB W TMOPSIKA HACTPOWKH CPEACTB 3alIUThl MHPOPMAIIHH,
MIPOTrPaMMHOTO 00€CTICUCHUS U TEXHUYECKUX CPEJICTB;

IMpaBUJI OKCIUTYyaTalluu CUCTCMBI 3allIUThL I/IH(I)OpMaI_[I/II/I HHQ)OpMaHHOHHOﬁ CHCTCMBI.

15.3. IIpy MakeTHpOBAaHUU M TECTUPOBAHHM CHCTEMBI 3aIIUTH MHPOPMALUU HH(GOPMAIIMOHHON
CHCTEMBI B TOM YHUCIIE OCYLIECTBIIAIOTCS:

poOBEpKa PabOTOCIIOCOOHOCTH M COBMECTUMOCTH BBIOPAHHBIX CPEJICTB 3aIIUTHl HH(DOpMAIUH C
MH(OPMALIMOHHBIMU TEXHOJIOTUSIMU U TEXHUYECKUMU CPEICTBAMH;

IPOBEPKA BBIMOJIHEHUS BBIOPAaHHBIMHU CPEICTBAMH 3allUThl HHPOPMALMU TpeOOBaHUN K CUCTEME
3alUThl HH(pOpMAUK UHPOPMALIMOHHONW CUCTEMBI;

KOPPCKTUPOBKA IMPOCKTHBIX peIlIeHHﬁ, pa3p360TaHHLIX Ipu CO3J1aHUHA HH(I)OpMaHHOHHOﬁ CUCTCMBI
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Y (MJIM) CUCTEMBI 3aIUThl HH()OpMaLUy HHHOPMAITMOHHON CHCTEMBI;
a63an uckimoueH. - [Ipukaz ®CTIK Poccun ot 15.02.2017 N 27.
MakeTupoBaHue CUCTEMBI 3alIUTHl HHPOPMALUU UH(OPMAIIMOHHON CUCTEMBI U €€ TECTUPOBAHHE

MOKCT HOPOBOAUTHECA B TOM UYHUCIC C HCIOJIB30BAHUECM CpPCACTB U MCTOAOB MOACIUPOBAHUA
I/IH(l)OpMaIII/IOHHI)IX CHUCTEM M TEXHOJIOTHH BUPTYyaJIU3allUuH.

BHegpeHue cucteMbl 3aWwmThbl MHOopMaLMm MUHPOPMaLMOHHOWN CUCTEMbI

16. Buenpenue cucteMbl 3amMThl WHGOpMANUKW HH(YOPMAIIMOHHOW CHCTEMBI OPraHU3yeTCs
oOmanareneM HHPOPMALINAH (3aKA3IUKOM).

Buenpenue cucrembl 3ammThl MHGOpMauu HHGOPMALMOHHOW CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBUM C MPOEKTHOM M IKCIUTyaTallMOHHOW JOKyMEHTalUeld Ha CUCTEMY 3aIlUThl MHGOpMaAIUU
MH(OPMALIMOHHON CUCTEMBI i B TOM YHCJI€ BKIIOYALT:

YCTaHOBKY U HACTPOMKY CPEJICTB 3alTUTHl HHPOPMAIIUU B HHPOPMAIIIOHHON CUCTEME;

pa3paboTKy AOKYMEHTOB, ONPEAEISIONINX MpaBUja U MPOLELYPhl, pealu3yeMbIe ONIEpaTOPOM AJIs
obecrieueHrs 3amUThl HHPOPMALIMK B MH(POPMALIMOHHON CHCTEME B XOJZIe €€ JKCIuTyaranuu (naiee -
OpraHMU3aIMOHHO-PACTIOPSAUTEIbHbIE JOKYMEHTHI 0 3alluTe HHPOpMAIUH);

BHEJJPEHHE OPTaHU3ALIMOHHBIX Mep 3alUThl HHPOpMAIUY;

MpeBapUTENbHBIE UCIIBITAHUS CUCTEMBI 3alUTHl HHPOPMAIIUN UHPOPMAIIMOHHOM CUCTEMBIL;

ONBITHYIO 3KCIITyaTallut0 CUCTCMbI 3allIUThI I/IH(I)OpMaI_II/II/I PIH(bOpMElL[PIOHHOﬁ CUCTCMBI,

aHaU3 ysI3BUMOCTEH MH(OPMAIIMOHHON CHCTEMBl U IPUHATHE MEp 3alUThl HHPOPMALIUH 110 UX
YCTPaHEHHUIO;

MMPUEMOYHBIC UCIIBITAHUA CUCTEMBI 3alIIUTHI I/IH(i)OpMaHI/II/I HH(i)OpMaHHOHHOﬁ CHUCTEMBI.

K BHeapenuto cucteMbl 3amuThl HHQOpMAMK WHGOPMALMOHHONW CHUCTEMBI NPUBIIEKAETCS
orepaTop MH(POPMAIIMOHHON CHCTEMBI B ClIy4ae, €CIM OH OINpeAeNieH TaKOBBIM B COOTBETCTBUU C
3aKOHOJATeabCTBOM Poccuiickoil denepanul K MOMEHTY BHEAPEHUS CUCTEMBbI 3alllUThl MHPOPMALUU
MH(POPMALIMOHHOM CUCTEMBI U HE ABISETCS 3aKa3UMKOM JaHHON MH(OPMAIIMOHHON CHUCTEMBI.

16.1. YcraHoBka W HAcTpoOWKa CPEICTB 3alUThl MH(POpPMAuu B WH(POPMAIMOHHON CHCTEMe
JIOJDKHA TIPOBOJMTHCS B COOTBETCTBHM C JKCIUTyaTAllMOHHON JTOKYMEHTAllMed Ha CUCTEMY 3allUThI
uHpopManyy HHOPMALTMOHHOI CUCTEMBI M JOKYMEHTAIMEl Ha CPEeJICTBA 3aIUTHl HH(POPMAIHH.

CpeactBa 3amuThl uHGOpMAIUU, yCTaHABIMBaeMble B  HWH(MOPMALMOHHOW  CHCTEME,
dbyHKIIMOHMpYOIIEeH Ha 0a3e WHEOOPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHON WH(GPACTPYKTYphl IICHTpa
00pabOTKM MAHHBIX, JOJDKHBI OBITh COBMECTHMBI MEXIY COOOH, a TaKKe CO CpPeICTBAaMH 3allIUThHI
nH(OpPMAIINHY, YCTAHOBJICHHBIMHI B MH(POPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHOW HH(PPACTPYKType IEHTpa
00pabOTKH JTaHHBIX.

(a63arn BBeneH [pukazom ®CTIK Poccum ot 28.05.2019 N 106)

16.2. P a3pa6aTHBaeMHe OpTraHNU3alluOHHO-PACIIOPAAUTCIIBHBIC AOKYMCHTBI 1o 3alIuTe
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UHGOPMALIUU TOJKHBI ONIPEEIATh MPaBUiia U MPOLEYPHI:
ynpaBieHus (aIMUHACTPUPOBAHMS) CUCTEMOM 3aIllIUThl HHPOPMAUK HHPOPMAITMOHHONW CUCTEMBI;

BBISIBIICHHSI MHIIUJCHTOB (OJJHOTO COOBITHSI WM TPYIIBI COOBITHI), KOTOPBIE MOTYT MPUBECTH K
cO0sIM WK HapylIeHUI0 (QYHKIMOHUPOBaHHUA HH()OPMAIIMOHHONW CHUCTEMBI U (W) K BOZHUKHOBEHHIO
yrpo3 6e3omnacHocTy HHGOpMaIUK (J1ajee - HHIUJEHTHI), U pearnpoBaHus Ha HUX;

yIOpaBieHUs] KOH(Urypalueldl aTTecCTOBaHHONW HH(MOPMAIIMOHHOM CHUCTEMBI M CHUCTEMBI 3alUThHI
nH(popManuy HHPOPMAITMOHHON CHUCTEMBI,

KOHTpoJisT  (MOHUTOpWHTA) 3a OOecleyeHHeM ypOBHS  3alUIICHHOCTH  HH(OpMAINH,
coepkalieiics B ”HPOPMALMOHHOM CUCTEME;

3amUThl UHPOPMAITUU TPU BBIBOJEC M3 IKCIUTyaTallid WHQPOPMAITMOHHON CHCTEMBI WM IOCIIe
MIPUHATHS PEIICHUS 00 OKOHYaHUHM 00pabOTKH HH(POPMAIIHH.

16.3. I1pu BHeApeHUN OPTaHU3AIMOHHBIX MEP 3alUThl HH(OPMALIUU OCYIIECTBISIOTCS:

peanu3aiys NpaBUi pa3TPaHUYCHUsS JIOCTYIA, PErJIAMEHTHUPYIOIIMX IpaBa JOCTyNa CyOBEKTOB
JocTyna K 00BbeKTaM J0CTyla, W BBEJCHHE OTpaHWYCHHMI Ha NIEHCTBHUS MMOJIb30BaTeJIei, a Takke Ha
M3MEHEHHE YCJIOBHUH HKCIUTyaTalllH, COCTaBa M KOH(PUTYpalluu TEXHUYECKUX CPEICTB U MPOrPaMMHOTO
o0ecIIeueHUs;

MpPOBEpPKa TOJHOTHI W  JICTAJLHOCTH OIHUCAHWS B  OPTaHU3AIMOHHO-PACTIOPSIUTEITHHBIX
JOKYMEHTAaxX I10 3amure nHhopMaluu AelCcTBUN MOJb30BaTeNe U aIMUHUCTPATOPOB HH(OPMALIMOHHON
CUCTEMBI 10 peau3allii OPraHU3alMOHHBIX Mep 3alIUThl HHPOPMAIUH;

0TpaboTKa JEHCTBUI TOJDKHOCTHBIX JIMII U MOAPA3EICHNUN, OTBETCTBEHHBIX 33 pealln3alllio Mep
3aIUThl UHPOPMAITUH.

16.4. IIpenBapuTenbHbIe HCIIBITAHHS CHCTEMBI 3aIIUTHI HH(OpMAIMH HH(POPMAITMOHHON CHCTEMBI
npoBoasaTcst ¢ ydetom [OCT 34.603 "UndopmaumonHas TexHojorus. Bunapl wucnbeitanuit
aBTomMaTu3upoBaHHbIX cucteM" (manee - [OCT 34.603) um BKIIOYAIOT NMPOBEPKY PabOTOCIIOCOOHOCTH
CUCTeMbI 3alUThl WHGpOpMaluu WHGOPMAIMOHHONW CHUCTEMbI, a TaKKe TMPUHATHE pEIIeHUs O
BO3MOKHOCTH OTBITHOM 3KCILTyaTallui CUCTEMBI 3aIIUThl HHPOPMALUU HMHOOPMAITHOHHON CHCTEMBI.

16.5. OnbITHas SKCIUTyaTalusi CUCTEMbl 3alUThl WHGOpManUd HHOOPMAIIMOHHONW CHCTEMBI
npoBoutcst ¢ yaerom [OCT 34.603 m BKiIOYaeT MPOBEPKY (YHKIMOHUPOBAHUS CHCTEMBI 3aIUTHI
nH(popMali “HGOPMAIMOHHON CHCTEMBI, B TOM YHUCII€ PEATM30BAaHHBIX Mep 3alIUThl HHPOpMAIUH, a
TAaK)K€ TOTOBHOCTb IIOJB30BaTEJIEd M aJAMHMHHCTPATOPOB K OKCIUIyaTallUM CHCTEMBI 3allUThI
uHpopManruu HHPOPMAITMOHHONW CHCTEMBI.

16.6. Ananu3 ysa3BUMOCTeH WH(POPMALMOHHON CHUCTEMBl TPOBOJUTCA B LENAX OLEHKH
BO3MOKHOCTH MPEOAOJICHUS HAPYIIUTEIEM CUCTEMBI 3alIUThl HH(QOpMAIK HH(POPMAIIMOHHON CUCTEMBI
Y TIPEIOTBPAIICHHUS pean3alii yIpo3 0€301macHOCTH HH()OPMAITHH.

AHanu3 ys3BUMOCTeH HMH(OPMAIIMOHHOW CHCTEMBbI BKIIIOYAET aHalIM3 YSA3BHUMOCTEH CpEICTB
3alUThl MH(pOpPMAIMM, TEXHUYECKUX CPEICTB U IPOrpaMMHOro obecneueHus HHGOpMALMOHHON
CHCTEMBI.
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[Tpu ananuse ys3BUMOCTEH HH(POPMALMOHHOM CHCTEMBI MPOBEPSETCS OTCYTCTBHUE H3BECTHBIX
YSI3BUMOCTEH CpeJICTB 3allUThl MHPOPMALIUU, TEXHUYECKUX CPEJICTB M MPOrPaMMHOI0 oOecredyeHus, B
TOM YHCJIE€ C yd4eToM HH(poOpManuu, HMMELEeHcs y pa3padOTYMKOB M TOIYYEHHOW M3 JPYrHX
OOIIEOCTYITHBIX UCTOYHUKOB, NMPABIJIFHOCTh YCTAHOBKM M HACTPOWKH CPEICTB 3aIIUTHI MH(POpMAIUH,
TEXHUYECKUX CPEJCTB U MPOTPAMMHOI0 00ECIeUeH s, a TaKXKe KOPPEKTHOCTb pabOThl CPECTB 3aLUTHI
MHGOPMAaLMU IIPU UX B3aUMOJECHCTBUY C TEXHUUYECKUMU CPEICTBAMU U IIPOTPAMMHBIM 00€CIIEYEHUEM.

B cnyuae BbIsABIEHHS YySA3BUMOCTEH MH()OPMAIIMOHHONW CUCTEMBbI, IPUBOAALIMX K BOZHUKHOBEHUIO
JIOTIOJTHUTEIBHBIX yrpo3 0e30MacHOCTH HMHGOpMAIMM, MPOBOIUTCS YTOYHEHHE MOJIEIH YIrpo3
6e3onmacHOCTH MH(GOPMAIMKM U MPH HEOOXOJMMOCTH NMPHUHUMAIOTCS JOTOJIHUTEIBHBIE MEPHI 3alHUThI
nH(pOpMallMy, HANpaBiI€HHbIE HA YCTPAHEHHWE BBIABIEHHBIX YSA3BUMOCTEH WM HCKIIOYAIOIINE
BO3MOKHOCTB UCITIOJIb30BAaHUS HAPYIIUTEIEM BbISBIICHHBIX YS3BUMOCTEM.

[To pesynbpraTam aHanu3a ysA3BUMOCTEH JOJDKHO OBITH IOATBEPIKACHO, YTO B WH(OPMAIMOHHON
CHCTEME OTCYTCTBYIOT YSI3BUMOCTH, COJCPIKAIIMEcs B OaHKe JaHHBIX YIpo3 0€30MacHOCTH HHPOPMALIUH
®CTIK Poccum, a Takke B MHBIX HCTOYHUKAX, WM MX UCIIOIB30BaHUE (IKCIUTyaTalus) HAPYIIUTEIeM
HEBO3MOJKHO.

(a63arm BBeeH [Ipukazom ®CTIK Poccnn ot 15.02.2017 N 27)

16.7. IlpueMouHblE HCHBITAHUS CHUCTEMBI 3allUThl HWH(OpPMaKUKU HHGOPMALUOHHON CHCTEMBbI
npoBoaarcs ¢ yderoM [OCT 34.603 u BKIIOYAIOT MPOBEPKY BBIMOJHEHUS TPEOOBAHHMA K CHCTEME
3alUThl MHPOpPMALUMU HWH(POPMALMOHHON CHCTEMBl B COOTBETCTBUM C TEXHHYECKMM 3a/laHUEM Ha
co3llaHue HMH()OPMAIMOHHOW cHUCTEeMbl W (WJIM) TEXHHYECKUM 3aJlaHMeM (YacTHBIM TEXHUYECKHM
3aJJaHMEM) Ha CO3JJaHHE CUCTEMBI 3alUThl HH(POpMAUU NHPOPMALTMOHHON CUCTEMBI.

ATtTecTtaunsa nHcpopmMaLMOHHON CUCTEMBI U BBOA €€ B AeUCTBUE

17. Arrectauuss uHGPOPMALMOHHON CHCTEMBl OpraHusyercd objazateneM HHPOpPMaLUU
(3aKa3uMKOM) WJIM ONIEPATOPOM U BKIIIOUAET MPOBEACHUE KOMILIEKCA OPraHU3aMOHHBIX U TEXHUYECKHUX
MEpPOIPUATHH (aTTECTAMOHHBIX HCHBITAHUI), B pe3ysbTaTeé KOTOPHIX MOATBEP)KIAETCSI COOTBETCTBUE
CUCTEMBI 3aIUThl HHPOpMAIMK UH(POPMALIMOHHON CUCTEMBI HAacTOALMM TpeboBaHUsAM.

[IpoBeneHMe aTTEeCTAIMOHHBIX MCTBITAHUNA MH(OPMAITMOHHONW CUCTEMBI JOHKHOCTHBIMU JINIIAMH
(paboTHUKAaMU), OCYIIECTBISIONIMMU MPOEKTUPOBaHWE U (WJIM) BHEJIPEHHE CHCTEMbI 3aIIUThI
nH(popManuy HHHOPMAITMOHHOMN CHUCTEMBI, HE I0MyCKAaeTCs.

(ab3am BBegen llpukazom @CTIOK Poccun ot 15.02.2017 N 27; B pen. [Ipukaza ®CTIK Poccuu ot
28.05.2019 N 106)

17.1. B xauecTBe UCXOTHBIX TAHHBIX, HEOOXOIUMBIX JUISl ATTECTAIIUN HH()OPMAITIOHHON CHCTEMBI,
UCIOJNIB3YIOTCS MOJENb yrpo3 0e30MacHOCTH HHGpOpMaIUH, akT KilacCUpUKauuu HHGOpMalMOHHON
CHCTEMBl, TEXHMUYECKOE 3aJJaHHe Ha CO3JaHuEe HH()OPMALMOHHOW CHCTEMBbl U (MJIHM) TEXHUYECKOE
3aJjaHMe (4acTHOE TEXHMYECKOe 3a/laHhe) Ha CO3JaHHe CUCTeMbl 3allUThl MHPOpPMALUU
MH(POPMALIMOHHON CHUCTEMBbI, NMPOEKTHAas M SKCIUTyaTallMOHHAs JOKYMEHTAIMsl Ha CHUCTEMY 3alllUThl
uHpopManuu HMHGOPMAIIMOHHONW CHUCTEMBbI, OPTaHU3AIMOHHO-PACHOPSIAUTENLHBIE JTOKYMEHTHI 10
3anmTe WHGOpPMAIMK, PE3yNIbTaThl aHAIM3a YSA3BUMOCTEH MH(OPMAIMOHHOW CHUCTEMBI, MaTEpHabl
MIpPEeIBAPUTENIbHBIX M TPUEMOYHBIX MCIBITAHUM CHUCTEMBl 3alIUTHl MHQOpMauu HHGOPMaLMOHHON
CHUCTEMBl, a TaKXKe MWHble JOKyMEHThl, pa3paOaTblBaeMbleé B COOTBETCTBUM C HACTOSILLIUMHU
TpeboBanusiMH.
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17.2. Attecranuss MHPOPMAIIMOHHON CHUCTEMBI TMPOBOAUTCS B COOTBETCTBHM C MPOTPaAMMON U
METOJIMKaMH aTTECTAIIMOHHBIX UCTIBITAHUH 10 Havana o0paboTKu MHGOpMAIUH, MOIeKAIIEH 3alIUTe B
nH(popManoHHOW cucteMe. st mpoBeaeHus aTTecTalud WHPOPMAITMOHHON CUCTEMBI MPUMEHSIOTCS
HallUOHAJIBHBIE CTAHAAPTHI, a TAKXKE METOJUYECKHE JTOKYMEHTHI, pa3pabOoTaHHbIE U YTBEPKICHHBIE
OCTIK Poccun B cooTrBeTcTBUU ¢ MOANYHKTOM 4 myHKTa 8 [lonmoxkenus o dexepanbHOil Ciy)Oe 1o
TEXHUYECKOMY M OKCIIOPTHOMY KOHTPOIIO, YyTBepkaeHHoro VYxkazom IIpesunenta Poccuiickoit
®enepaunn ot 16 aBrycra 2004 . N 1085.

[To pemeHuo 3aka3z4yuka (oreparopa) aTTECTALMOHHBIE MCHBITAHUS MOTYT OBITh COBMEIIEHBI C
MIPOBEICHUEM ITPHUEMOYHBIX UCIIBITAHUH HH(POPMALIMOHHON CUCTEMBI.
(a63ar BBeeH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

[To pesynpTaTam aTTECTAIIMOHHBIX HCIBITAHUNA O(DOPMIISIOTCS TPOTOKOJBI ATTECTAIIMOHHBIX
WCIIBITAHUH, 3aKIIOYECHHE O COOTBETCTBHH HWH()OPMAIIMOHHOW CHCTEMBI TpPEeOOBAaHUSAM O 3allUTe
nH(pOpMallMM M aTTecTaT COOTBETCTBUS B CIIy4ae MOJIOKUTEIbHBIX PE3yJIbTaTOB AaTTECTAI[MOHHBIX
HUCIBITAaHUH.

[Ipyn mpoBeACHWM AaTTECTAIIMOHHBIX HWCIBITAHUN JOJDKHBI TPUMEHSATHCS CICAYIONINE METOIbI
MIPOBEPOK (UCTIBITAHUMN):
(a63arm BBeneH [pukazom ®CTIK Poccun ot 15.02.2017 N 27)

9KCIIEPTHO-IOKYMCHTAJIBHBI METOJI, MPEAYCMATPHBAIOIIMKA MPOBEPKY COOTBETCTBHUS CHCTEMBI
3alUThl  MHpOpPMAaNUU HWHGOPMAIIMOHHONH CHUCTEMbI YCTAHOBJICHHBIM TpPEOOBaHUSAM IO 3aIlIUTe
nH(popMaIuy, Ha OCHOBE OLIEHKU IKCILTYaTaIMOHHOMN JIOKYMEHTAIlUH,
OpFaHI/I3aI_[I/IOHHO-paCHOpﬂI[I/ITCJIBHBIX [[OKyMeHTOB 110 3alIuTe I/IH(l)OpMaI_[I/II/I, a TaKXeE YCJ'IOBI/Iﬁ
(GYHKIMOHUPOBaHUS HH(POPMAITMOHHOW CHCTEMBI;
(a63arm BBeneH [pukazom ®CTIK Poccuu ot 15.02.2017 N 27)

aHaJU3 YSI3BUMOCTECH WH(GOPMAIIMOHHON CHCTEMBI, B TOM YHCIIC BBI3BAHHBIX HEMPaBHILHOU
HACTPOUKOH (KOH(PHUTypUPOBAaHHEM) MPOIPAMMHOT0 00CSCIICYCHHUS ¥ CPEIICTB 3aIUThl HH()OpMAIUH;
(a63am BBeneH [Ipukazom ®CTOK Poccun ot 15.02.2017 N 27)

HACIIBITAHUS CHCTEMBI 3aIIUTEI uH(pOopMaIun nyTeM OCYIIECTBIICHUS ITOTIBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyNa (BO3MEHCTBHUSA) K WH(POPMAIMOHHOH CHUCTEME B OOXOJ €€ CHUCTEMBI
3aImuTHl HHOPMAITUH.

(a63arn BBeneH [pukazom ®CTOK Poccuu ot 15.02.2017 N 27)

17.3. Jlomyckaercsa arTectanuss HMH(OOPMAIMOHHOW CHCTEMBl Ha OCHOBE pe3yJIbTaTOB
aTTECTAllMOHHBIX MCIIBITAHUM  BBIJCIIEHHOIO Habopa CEerMEHTOB HH(OPMAIMOHHOM CHUCTEMBI,
peaTu3yoIuX HOIHY0 TEXHOIOTUI0 00paboTKU UH(OPMALUH.

B »sTtom cnydae pacnpocTpaHeHHMe —arTecTtaTa  COOTBETCTBHMS Ha  JIpyTHME  CEIMEHTHI
MH(OPMALIMOHHOW  CHUCTEMBI  OCYILECTBJSIETCS TPH YCIOBMM HUX COOTBETCTBUS CErMEHTaM
MH(POPMALIMOHHOM CUCTEMBI, IPOIIEIINM aTTECTAlMOHHBIE UCTIBITAHUS.

CerMeHT CuuTaeTcss COOTBETCTBYIOIIUM CETMEHTY HMH(OPMAIlMOHHON CHCTEMBbl, B OTHOILICHHUHU
KOTOpPOro ObUIM TMPOBEACHBI AaTTECTALlMOHHBIE HWCHBITAHHUSA, €CIM JUIl YKa3aHHBIX CErMEHTOB
YCTAQHOBJICHBI OJIMHAKOBBIE KJIACCHI 3AIUIIEHHOCTH, YIPO3bl 0€30MacHOCTH HH(POPMAIUH, peaTn30BaHbI
OJTMHAKOBEIE MTPOEKTHBIE PEIICHUS 110 HH)OPMAIIIOHHON CHCTEME U €€ CUCTEME 3aIUThl HHPOPMALIHH.
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CooTBeTCcTBHE CETMEHTA, HA KOTOPBIM pAacIpOCTPAHSAETCS aTTECTaT COOTBETCTBUS, CEIMEHTY
MH(POPMALIMOHHOM CHCTEMBI, B OTHOILIEHHUH KOTOPOTO OBLIM MPOBEJIEHBI aTTECTALIMOHHBIC MCIIBITAHUS,
MOJTBEPXKAACTCS B XOJ€ IMPHEMOYHBIX HCIBITAHUH WH(MOPMAIIMOHHON CHCTEMBI WU CETMEHTOB
MH(OPMALIMOHHON CUCTEMBI.

B cermenTax nHpOpMAIMOHHOM cHCTEMBI, HA KOTOPBIE PACTIPOCTPAHSIETCS aTTECTaT COOTBETCTBUS,
oneparopoM obecreyrBaeTcsi COOMI0AECHUE SKCIUTyaTallMOHHOW JOKYMEHTAlMM Ha CUCTEMY 3allMThI
uHpopManuu HH(MOPMAIMOHHOW CHCTEMbl M OpPraHU3allMOHHO-PACIIOPAIUTEIbHBIX JIOKYMEHTOB I10
3anuTe HHPOpPMaLUH.

OcobeHHOCTH aTTecTalMy MHPOPMALMOHHON CHCTEMbI Ha OCHOBE PE3yJIbTATOB aTTECTAIIMOHHBIX
UCHBITAHUN BBIJEIEGHHOTO Habopa €€ CEerMEeHTOB, a TAaKXKe YCJIOBHUS U TOPSIOK pacHpOCTpaHEHUs
aTTecTaTa COOTBETCTBHS Ha IPYTUe CETMEHThI HH(POPMALIMOHHONW CUCTEMBI ONPEEIISIIOTCS B Iporpamme
Y METOJUKAX aTTECTALMOHHBIX UCIIBITAHUH, 3aKIF0YEHUN U aTTECTaTe COOTBETCTBHS.

17.4. AttecTatr cOOTBETCTBHS BBIAAETCS HA BECh CPOK 3KCILTyaTallMd HH(GOPMALIMOHHON CHCTEMBI.
Omneparop (obnanatens uHpOpMaNMK) B XOJ€ AKCIUTyaTalMd HH(OPMAIIMOHHONW CHUCTEMBI JOJDKEH
obecreunBaTh MOJIICPKKY COOTBETCTBUSI CHUCTEMBI 3alIUThl MH(OPMAIIMM aTTECTaTy COOTBETCTBUS B
paMKax peannu3anuy MEPOIPHUATHH, TPEeyCMOTPEHHBIX TyHKTOM 18 HacTosimux TpeboBaHMiA.

(. 17.4 B pen. lpukaza ®CTIOK Poccun ot 28.05.2019 N 106)

17.5. BBox B nelictBue WHOOPMAIMOHHOW CHCTEMBI OCYIICCTBISETCS B COOTBETCTBHHM C
3akoHonarenbcTBOM Poccuiickoit @enepanuu 060 uHbopManuu, UHPOPMAIIMOHHBIX TEXHOJIOTUAX U O
3amure nHGopmanuu u ¢ yauerom [OCT 34.601 v mpu HaJIMYUK aTTeCTaTa COOTBETCTBHSL.

17.6. WudopmanuoHnHsle CUCTEMBI, (YHKIHOHHpYMOIUE Ha Oa3e oOmeld HHPPaCTPyKTypbI
(cpencTB BBIUMCIUTEIEHOW TEXHHUKH, CEPBEPOB TEIEKOMMYHHKAIIMOHHOTO 00OpY/IOBAaHMs) B KauecTBE
MIPUKJIAJTHBIX CEPBUCOB, TIOJICKAT aTTECTAIMU B COCTaBE YKa3aHHOW HHPPACTPYKTYPHI.

B cirydae eciu uH(pOpMaMoHHAas cucreMa co3aeTcs Ha 0aze
MH(QOPMAIIMOHHO-TEJICKOMMYHHKAIMOHHONH ~ MH(PacTpyKTypsl ~ LeHTpa  00pabOTKM  JaHHBIX
YIOJIHOMOYEHHOTO JIMIIA, Takas HWHPPacTpyKTypa IeHTpa o0O0paOOTKM JaHHBIX JOJDKHA OBITh
aTTeCTOBAaHA HAa COOTBETCTBUE HACTOSAIINM TpeOoBaHHSM.

(B pen. llpukaza ®CTOK Poccuu ot 28.05.2019 N 106)

[Tpu arrecranuu WHOOPMAIMOHHOW CHCTEMBI JODKHBI HCIOJB3YIOTCS PE3yIbTaThl aTTeCTAINN
oOuelt nHPpacTpyKTyphI ornieparopa HHPOPMAITMOHHOW CUCTEMBI.
(m. 17.6 BBenen [pukazom ®CTIK Poccun ot 15.02.2017 N 27)

O6ecne4yeHue 3awWmTbl UH(hopMaLUKM B XoA4e IKCNIyaTauum
aTTecToBaHHOM MHPOPMALNOHHON CUCTEMbI

18. OOecrneyenue 3amuThl MHGOPMALMU B XOJE SKCIUTyaTalldd WHGOPMAIMOHHON CHCTEMBbI
JOJDKHO OCYILECTBISATHCS OMEPaTOPOM B COOTBETCTBUU C JKCIUTyaTAllHOHHOW JOKYMEHTalueil u
OpTraHU3AIMOHHO-PACTIOPSAUTEIPHBIMA ~ JOKYMEHTAMH 1O 3ammTe uHpoOpManmuu W BKIOYATh
CJIEIYIOIINE MEPOIIPUSTHSL:

TUTAHUPOBAHHUE MEPOTIPUATHI TIO 3aruTe HHQOpMaIu B ”HPOPMAIIMOHHOM CUCTEME;
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aHanu3 yrpo3 6e3omnacHoctu nHGopManuu B ”HGOPMAIMOHHOMN crcTeME;

yrOpaBlieHue (aIMUHIUCTPUPOBAHKE) CUCTEMO 3aIUThl HH(DOpMAIUK HHPOPMAITMOHHON CHCTEMBI;

yrnpaBiieHue KoHPHUrypaiueit HHPOPMAIIMOHHOW CUCTEMBI U €€ CHCTEMOMU 3aIUThl HH()OPMAIINY;

pearupoBaHUe Ha UHIUICHTHI;

nH(opmMupoBaHUE U 00ydeHHE MTepCOHaTa HHPOPMAITMOHHON CUCTEMBI,

KOHTPOJIb 3a O0OecledyeHHEeM ypOBHS 3allUIIEHHOCTH UHGOpMaluU, CcoAepxkalleics B
MH(OPMALIMOHHON CUCTEME.

(m. 18 B pen. [Ipukaza ®CTIOK Poccun ot 28.05.2019 N 106)

18.1. B xoze rmuraHupoBaHust MEPONIPUATHH 10 3amuTe HHPOpMau B HHOOPMAITMOHHON CHCTEME
OCYILECTBIISIOTCS:

OTpeNieJICHUE JIWIl, OTBETCTBEHHBIX 3a IUIAHUPOBAHWE W KOHTPOJb MEPONPHUATHNA IO 3allIHUTe
nHpopMany B ”HGOPMAITMOHHOM CHCTEME;

OIIPCACIICHUC JIUI], OTBCTCTBCHHBIX 3a BBISABJICHNC HHIIUACHTOB U PECATUPOBAHUC HA HUX;

pa3paboTKa, YTBEp)KICHHE M aKTyaJu3alMs IJJaHa MEpONpUsATHH Mo 3ammre WHpopMalud B
MH(POPMALIMOHHOH CUCTEME;

onpejesieHue TOpsSAKa KOHTPOJIS BBIIOJHEHUS MEpPONPUATHH MO0 OOECIEeUEHUIO 3alUThl
nH(popManuu B ”HGOPMAITMOHHOMN crcTeME, TPEYyCMOTPEHHBIX YTBEP KICHHBIM IIJIAHOM.

[Tnan meponpusTuil o 3amure nHGOpMalruu B UHPOPMALIMOHHOM CHUCTEME YTBEPKAAE€TCS BMECTE
C TMpaBOBBIM aKTOM OpraHa HCIOJHUTENBHON BIACTH O BBOJE HH(POPMAIIMOHHON CHUCTEMBI B
AKCILTyaTaluIo.

KoHTposb BBIMIOTHEHHSI MEPONPHSITHIA, MPEAYCMOTPEHHBIX IJIAHOM MEPONPUATHN IO 3aIIUTe
nHpopManuu B HH()OPMAIMOHHOW CHCTEME, OCYIIECTBISIETCS B CPOKH, ONPEICIICHHBIC YKa3aHHBIM
TUTAHOM.

(n. 18.1 B pen. lIpukaza ®CTOK Poccuu ot 28.05.2019 N 106)

18.2. B xone ananu3a yrpo3 6e30macHOCTH MHPOPMALUU B UHPOPMALMOHHONW CHCTEME B XOJIE €€
9KCIUTyaTaluy OCYIECTBIISIOTCS:

BBISIBIICHHE, aHATIN3 M YCTPAHEHUE YSA3BUMOCTEH HH()OPMAIIMOHHON CHCTEMBI;
aHAJIM3 U3MEHEHHsI yIpo3 O6e30rmacHocTH HHGOpMaIK B MHPOPMAITMOHHOHN CHCTEME;

OIICHKa BO3MOXXHBIX TIOCJEICTBUH peanu3aluu yrpo3 Oe3omacHocTd HH(OpMalMu B
MH(POPMALIMOHHOH cucTeMe.

[leppogn9HOCT,  TPOBEJACHUS  YKa3aHHBIX  pabOT  OMNpeAessieTcss  OmepaTropoM B
OPraHU3aIMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTAX 110 3aIlUTe HH(OPMAIIHH.
(m. 18.2 B pea. [Ipuxaza PCTIK Poccun ot 28.05.2019 N 106)
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"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

18.3. B xome ympaBneHus (aIMHUHUCTPUPOBAHMUs) CHUCTEMOM 3allUThl MHPOpPMALUHU
MH(POPMALIMOHHOMN CUCTEMBI OCYIIECTBIISIOTCS:

OIpE/ICNICHUE JIMI], OTBETCTBEHHBIX 3a yIMpaBieHUE (aJIMUHUCTPUPOBAHHE) CHCTEMOM 3alUThI
nHpopManuy HHPOPMAITMOHHOW CUCTEMBL;

YIpaBJICHUE YYETHBIMU 3alUCSAMH TIOJb30BATENICH M TOICPKAHHUE B aKTyaJIbHOM COCTOSHUH
MIpaBWJI pa3rpaHUYEHUs JOCTyNa B UH()OPMALIMOHHOW CUCTEME;

yIpaBJIeHUE CPEeCTBAMHM 3aLIUThI HH(OpMAMU HHPOPMALIMOHHON CUCTEMBI;

yrpaBjieHue OOHOBJIEHUSMHU MPOTPAaMMHBIX M HPOTrPaMMHO-ANMapaTHBIX CPEJCTB, B TOM YHUCIIE
CPeACTB 3aIIUThl HMH(POPMAIMH, C YYETOM OCOOCHHOCTEH (YHKIMOHUPOBAHHS HH(POPMALMOHHOM
CHCTEMBI;

[EHTPATN30BaHHOE YIPABIICHUE CHUCTEMOW 3aIlUThl MHQPOpPMAIUH WH(POPMAITMOHHONH CHCTEMBI
(pu HEOOXOUMOCTH);

MOHHUTOPHUHT M aHAJIHM3 3aPETUCTPUPOBAHHBIX COOBITHII B HH()OPMAIIMOHHON CUCTEME, CBA3AHHBIX C
obecrnieueHreM 0e30MacHOCTH (fanee - COOBITHS 0€30MacHOCTH);

obecrnieueHre (yHKIIMOHUPOBAHMS CUCTEMBI 3alTUTHl HHPOPMAITUH HH(POPMAIIMOHHOW CUCTEMBI B
XOJle €€  OJKCIUTyaTalid,  BKIIOYas  BEJICGHWE  OKCIDIyaTallAOHHOHW  JOKYMEHTallud U
OpTraHHU3AIMOHHO-PACTIOPSAUTEIBHBIX JIOKYMEHTOB TI0 3aIUTe HHPOPMAITHH.

(n. 18.3 B pen. [Ipukaza ®CTOK Poccuu ot 28.05.2019 N 106)

18.4. B xozne ynpapiieHus: KOHGUrypanue MHPOPMALMOHHOW CHCTEMBl M €€ CHUCTEMbI 3allUThI
uH(pOPMAIIUU OCYIECTBISIOTCS:

OTpe/IeNIeHUe JUI], KOTOPBIM Pa3pelIeHbl IESHCTBUS MO0 BHECCHHIO W3MEHEHUN B KOH(UTYpaIUIO
MH(OPMAIMOHHON CUCTEMBI M €€ CUCTEMBI 3al[UThl HHPOPMAIUH, U UX ITOJTHOMOYHH;

orpezeieHue KOMIOHEHTOB MH(OPMAalMOHHONW CHUCTEMBI M €€ CHCTEMbI 3alllUThl WH(OpMAaLNH,
[OJUIeXKAlMX M3MEHEHUI0 B paMKaX yIpaBleHUs KOoHQUrypauued (MaeHTUPHUKALMS OOBEKTOB
ynpaBiieHUs] KOH(pUTypauei): nporpaMMHo-anmnapaTHble, IPOrpaMMHBIE CPEICTBA, BKIIIOYAs CPeJICTBA
3alIUThl MHPOPMALMU, UX HACTPOMKHM W MPOrpaMMHBIN KOJ, SKCIUTyaTallMOHHAs JOKyMEHTAalus,
uHTEepdEichl, (hailibl 1 UHBIE KOMIIOHEHTHI, MOAJISKAIINE H3MEHEHUIO U KOHTPOJTIO;

yIpaBJIeHuEe W3MEHEHHSIMH HH()OPMAIMOHHOW CHCTEMBI M €€ CHUCTEMbI 3allUThl WH(POPMAIHU:
pa3paboTka mapaMeTpOB HACTPOIKH, 00ECTICUNBAIONINX 3alIUTy HH()OPMAIIHH, aHATN3 TOTEHIIHATLHOTO
BO3/ICHCTBUS IUIAHUPYEMBIX M3MEHEHHH Ha oOeclieueHHe 3aIluThl MH(OPMALUH, CAaHKIMOHUPOBAHUE
BHECEHHUs] W3MEHEHWH B HMH(OOPMALMOHHYIO CHCTEMYy W €€ CHCTeMy 3aluThl HH(opManuy,
JOKYMEHTUPOBaHHUE JICHCTBUN MO BHECEHHIO M3MEHEHUH B MH()OPMAIIMOHHYIO CUCTEMY M COXpaHEHUE
JAHHBIX 00 U3MEHEHHIX KOH(UTYypanuy;

KOHTPOJIb JCHCTBUH 1O BHECEHHIO HM3MEHEHH B WH(POPMAIMOHHYIO CHUCTEMY H €€ CHCTeMY
3aImuTHl HHOPMAITUH.

Peamm3oBanHbie MMpOoHCCChl YIIPAaBJIICHUS U3MCHCHHUAMU HH(l)OpMaHHOHHOfI CHCTEMBI U €€ CUCTCMbI
3alIUThI I/IH(l)OpMaI_[I/II/I AOJKHBI  BKJIFOYAaTh TPOLECCHI rapaHTHﬁHOFO n (I/IJ'II/I) TCXHHUYCCKOI'O
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHun TpeboBaHWi 0 3awmTe MHbOpMaLnm, He fata coxpaHerus: 27.01.2022
COCTaBNAlo...

o0CITyKUBaHUS, B TOM qUCie JIUCTAHITMOHHOTO (ynaneHHoro), MIPOTPAMMHBIX 51

pOrpaMMHO-aINapaTHBIX CPEJCTB, BKJIOYas CpEACTBAa 3aIlIUThl MH(POpPMALWHU, HH(POPMAIMOHHON
CHUCTCEMBI.
(n. 18.4 B pen. [puxaza PCTIK Poccun ot 28.05.2019 N 106)

18.5. B xone pearnpoBaHus Ha HHIUJIEHTHI OCYIIECTBIISFOTCS:

oOHapykeHHe M MJEHTU(UKALUSI MHLUUIECHTOB, B TOM YHCIIE OTKa30B B OOCIyKMBaHHM, COOEB
(mepe3arpy3ok) B pa0oTe TEXHHYECKHX CPEACTB, MPOrpaMMHOTO OOECIEeYEeHHsS U CPEJCTB 3alIMUTHI
uHpOpMalMY, HApyLIICHUHA NpaBWJ pasTpaHUYeHHs JIOCTYyIa, HEMPAaBOMEPHBIX JEHCTBUH 1Mo cOopy
uHpOpMaLMY, BHEJAPEHUH BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTPaMM (BHPYCOB) M HHBIX COOBITHH,
MPUBOJANINX K BOSHUKHOBEHUIO HHIIUJCHTOB;

CBOEBPEMEHHOE HH(OPMHpPOBAHHE IMOJI30BATEISIMU U aJAMUHUCTPATOPAMHM JIMIl, OTBETCTBEHHBIX
3a BBISBJIGHME MHIUAEGHTOB W pearupoBaHME HAa HUX, O BO3HUKHOBEHUM HHLHUJICHTOB B
MHGOPMALIMOHHOM cucTeMe;

aHaJIn3 HWHOUACHTOB, B TOM YHCJIC OINPCACICHUC HWCTOYHUKOB W IMPUYUH BO3HUKHOBCHUSA
MHIOUACHTOB, a TAKXKC OLICHKA UX HOCJIGIICTBI/If/'I;

IUTAHUPOBAHKUE U MPUHATHE MEP MO YCTPAHEHUIO MHIMIEHTOB, B TOM YHUCJIE IO BOCCTAHOBJIEHUIO
MH(OPMALIMOHHONW CHCTEMBI U €€ CETMEHTOB B Cllyyae OTKa3a B OOCIy)XKMBaHMM WJIH TOCjie cOOeB,
YCTPaHEHUIO MOCIEICTBUM HapyIIeHUs IPaBUJ pa3rpaHUUEHUs JOCTyIla, HEIPABOMEPHBIX JEHCTBUH 110
cOopy uH(popMaIK, BHEAPEHHs BPEAOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BUPYCOB) M MHBIX COOBITHIA,
MIPUBOALINX K BOSHUKHOBEHUIO HHIUJCHTOB;

IJIAaHUPOBAHUEC U IPUHATHEC MEP IO MPCAOTBPAIICHHUIO TIOBTOPHOI'O BO3SHUKHOBCHUA NHIUACHTOB.
(m. 18.5 BBexen [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.6. B xome wuHpOpMUpOBaHWUS U OOydYeHHUS TmepcoHarta WHGOPMAIIMOHHOW CHCTEMBI
OCYIIECTBIISIOTCS:

MH(POPMHUPOBAHUE TEpPCOHATa MH(MOPMALMOHHOW CHUCTEMBI O MOSBJICHUU AaKTyaJlbHBIX YIrpo3ax
6e30macHOCTH HH(POPMALIUH, O paBUIaX Oe30MaCHOM KCILTyaTalul HHPOPMAITMOHHONW CUCTEMBI;

JIOBEJICHHUE JI0 MepcoHaia MH(OPMAIIMOHHON cHUCTeMbl TpeOOBaHMH MO 3amuTe WHpOpMANUH, a
TaKXKe TIOJOKEHUH OpTraHU3aIIOHHO-PACTIOPSIUTENFHBIX JOKYMEHTOB TI0 3amiuTe WHGOpMAluu C
Y4E€TOM BHECEHHBIX B HUX U3MEHEHHI;

o0ydeHue nepcoHasia HHGOPMAIIMOHHONW CHCTEMBI MPABHJIaM KCIUIyaTallMH OTIEIBHBIX CPEJICTB
3aIuThl HH(OPMALINH;

MPOBE/ICHUE TIPAKTUUCCKUX 3aHITUH U TPEHUPOBOK C MEPCOHAIOM HH()OPMAITMOHHOW CUCTEMBI 110
OJIOKMPOBAHUIO YTPo3 Oe30macHOCTH HHPOPMAIIUU ¥ PEarMPOBAHUIO HA WHITUICHTHI;

KOHTPOJIb OCBEJJOMJIEHHOCTH IIE€PCOHaNa MH(POPMALMOHHON cHcTeMbl 00 yrposax 0e30macHOCTH
nH(pOpMallMK ¥ YPOBHSI 3HAHUM MEpCOHAa MO BOIIpocaM 00ecreueHus 3aluThl HHOpMaIUK.

[TeproaYHOCTD MPOBEACHUS MPAKTUUECKUX 3aHATHI U TPEHUPOBOK C MEPCOHAIOM, MEPOIPUATUN
Mo O0y4YeHUIO MepcoHana U KOHTPOIO OCBEIOMIIEHHOCTH MEPCOHANIa YCTAaHABIMBAETCS OMEPATOPOM B
OpTraHU3AIMOHHO-PACTIOPSAUTEIBHBIX TOKYMEHTaX MO 3aluTe MH(pOpMalMU ¢ y4eTOM OCOOEHHOCTEH

www.consultant.ru CrpaHuua 19 u3 40
HafeXHasa npaBoBas noaaepXxka


https://login.consultant.ru/link/?req=doc&demo=1&base=LAW&n=352291&date=27.01.2022&dst=100059&field=134
https://login.consultant.ru/link/?req=doc&demo=1&base=LAW&n=352291&date=27.01.2022&dst=100065&field=134
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

(GYHKIIMOHUPOBaHUST HH(POPMAITMOHHOW CHCTEMBI, HO HE pexe 1 pasa B 1Ba roja.
(. 18.6 BBeaen llpukazom @CTIK Poccuu ot 28.05.2019 N 106)

18.7. B xoxe KOHTpoJIs 32 0OecrieueHHEeM YPOBHS 3aIIUIIEHHOCTH HHPOPMALIUH, COIepIKaIICHCs B
MH()OPMAIIMOHHON CHCTEME, OCYILECTBIISIFOTCS:

KOHTPOJIb (aHaJIM3) 3alIUIIEHHOCTH HWH(POPMAIMH C YYEeTOM OCOOCHHOCTEH (DYHKIIMOHMPOBAHUS
MH(OPMALIMOHHON CHUCTEMBI;

aHaJM3 U OLeHKa (YHKIMOHUPOBAHUSA HH(POPMALMOHHOM CHUCTEMBI M €€ CUCTEMbI 3allUThl
uHpoOpMalMy, BKJIIOYas AaHAIU3 MW YCTpaHEHHE YSI3BUMOCTEH M  MHBIX HEJIOCTaTKOB B
(YHKIMOHMPOBAHUH CUCTEMBI 3aIIUTHl HH(POpMAIUK HH(OPMAIIMOHHON CUCTEMBI;

JIOKYMEHTHPOBAaHUE POLEAYP U PE3YJIbTaTOB KOHTPOJIS 32 00ECIEYEHNEM YPOBHS 3aIMILIEHHOCTH
nH(popMalnu, coaepxKaiienics B UHGOPMallMOHHON CUCTEME;

MPUHATHE PEIICHUS 10 pe3yibTaTaM KOHTPOJA 3a OOCCICYCHHEM YPOBHS 3allUIICHHOCTH
uHpopMaluy, colepkameiics B HH(pOpPMAMOHHOW cucTeMe, O HEOOXOAMMOCTH JOpaboTKU
(MOJepHU3aIMK) €€ CUCTEMBI 3aIUTHI HH()OPMAIIUH.

KonTtpone 3a o0ecrieueHueM ypOBHS 3alllMIIEHHOCTH WH(OpPMAIMK, COJAEpKaIIecs B
MH(POPMAITMOHHON CHUCTEME, MPOBOIUTCS OMEPATOPOM CAMOCTOSATEIBLHO M (WJIM) C TPHUBJICYCHHEM
OpraHU3aIK, UMEIONICH JINIICH3UI0 Ha JEATEIHbHOCTh MO TEXHUYECKOHN 3amuTe KOH(GUISCHIIUATBLHON
nH(popmanuu.

[TeproaN9YHOCTH MPOBEACHUSI KOHTPOJISA 32 00ECIeUCHHEM YPOBHS 3allMIIEHHOCTH MH(OpManuy,
cozepxaiieiics B MHGopMaMoHHON cuctemMe | Kiacca 3allUIIeHHOCTH, YCTaHABINBACTCS ONEPaTOPOM
B OpPraHU3aIlMOHHO-PACTIOPSIINTENBHBIX JOKYMEHTAX O 3aIIUTe WHPOPMAIUU C YYETOM OCOOCHHOCTEH
(GYHKIMOHMPOBaHUS HH(POPMAITMOHHON CHCTEMBI, HO HE pexe | pa3a B roj.

[TeproaAMYHOCTH MPOBEACHUS KOHTPOJIS 3a 00SCIICUeHUEM YPOBHS 3alIUINEHHOCTH WH()OPMAIIHH,
colepxkamieiics B MHOOPMAIIMOHHBIX CHCTeMax 2 M 3 KIAcCOB 3allMIICHHOCTH, yCTAaHABJIMBACTCS
OIIEPaTOPOM B OPraHU3AIMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTaX MO 3aliuTe WH()OpMAaIUK C y4eTOM
0COOCHHOCTEH (PYHKIIMOHUPOBaHUS HHPOPMAITMOHHBIX CUCTEM, HO HE pexke | pa3a B ABa roja.

(n. 18.7 BBeaen llpukazom ®CTIK Poccuu ot 28.05.2019 N 106)

O6ecneyeHue 3awWmuTbl UHOPMaLUM Npu BbiBOAE U3 IKCNyaTauum
aTTecToBaHHOW MHPOPMALMOHHOW CUCTEMbI UITU NOCIIe NPUHATUA
peweHnsa 06 OKOH4YaHMM 06paboTKM nHopmaunmu

19. OOecneueHne 3amuUTHl WHPOPMALMU TPU BBIBOJAEC M3 OKCIUTyaTallMd AaTTECTOBAHHOMN
WH(POPMAIIMOHHON CHUCTEMbI WJIH TIOCJIE NPUHATHS pemeHus 00 OKOHUYaHUHM 00padoTKH MH(OpMAUU
OCYIIECTBIISIETCSI ONEPATOPOM B COOTBETCTBHM C OSKCIUTyaTallMOHHOW JOKyMEHTAllMell Ha cHucTeMy
3alMThl  MHGOpMAlMM  MHPOPMALMOHHOM CUCTEMBl U  OpraHU3allMOHHO-PACIOPSIUTEIbHBIMU
JOKyMEHTaMH I10 3aluTe HH(POPMALMK U B TOM YHCJIE BKIIIOYAET:

apXUBHPOBaHUE UH(OpMAIUH, coaepxalieiics B ”HPOPMALIMOHHOM cUCTEME;

YHUYTOXKEHHE (CTHpaHHME) MAaHHBIX W OCTaTOYHOW HH(GOpMAIMM C MAIIUHHBIX HOCHTENIEH
uHpopManuy 1 (WIM) YHHYTOKESHUE MAITUHHBIX HOCUTENEH nH(pOpMAIIHH.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

19.1. ApxuBupoBanue HH(poOpMalMM, cojepxalieiics B MHPOPMALMOHHOM cUCTEME, J0JIKHO
OCYIIECTBIISATHCS MPU HEOOXOAMMOCTH JTAJIbHEHINIEro MCIOIb30BaHU MH(POPMALUU B JESATEILHOCTH
oreparopa.

19.2. YHuuroxxeHue (CTUpaHue) JAHHBIX M OCTATOYHOW MH(OPMALMU C MAIIWHHBIX HOCHUTEIICH
nH(pOpMallMK TMPOU3BOAUTCS MPH HEOOXOIMMOCTH Iepelayd MAIIMHHOTO HOCHUTENs HWH(OpMaluu
ApyroMy IOJb30BaTeI0 MHPOPMALMOHHOM CHCTEMBbl MM B CTOPOHHHE OPraHU3allMM JUIsl PEMOHTA,
TEXHUYECKOTO 00CTYKUBAHUS WIN AaJbHENUIIEr0 YHUYTOXKEHUS.

[Ipu BbIBOJE W3 OJKCIUIyaTalldd MAIIMHHBIX HOcHUTeNed uHpopMaluu, Ha KOTOPBIX
OCYLIECTBIISUINCh XpaHEHHE U 00paboTka MH(OpMaNMU, OCYIIECTBISETCS (U3MUECKOE YHHUTOKEHHE
ATUX MalIMHHBIX HOCUTENEH HHPOPMAIIIH.

lll. TpeboBaHusA K Mepam 3awWmnTbl MHOpMaUKnKU, coaepxaluencsa
B UHPOPMaLMOHHOWN cUcTeMe

20. OpraHu3allMOHHBIE W TEXHUYECKHE MEphl 3allUThl WHPOpPMAlUU, peaau3yeMble B
WHPOPMAIIMOHHON CHCTEME B PaMKax €€ CHCTeMBbl 3allMThl HH(OpMAIMH, B 3aBUCHMOCTH OT YIpO3
0e30macHOCTH nHpOpMaIHnHy, HCTIONB3YEMBIX WH(POPMAIIMOHHBIX TEXHOJIOTHA u
CTPYKTYPHO-(DYHKIIMOHAJIBHBIX XapaKTePUCTHK MH(YOPMAIIMOHHON CUCTEMBI J10JIKHBI 00€CIIeYUBaTh!

UICHTU(PUKALMIO U ayTeHTU(UKALIUIO CYOBEKTOB JOCTYNa U 0OBEKTOB JJOCTYIIA;

yIpaBJIeHUE TOCTYNIOM CyOBEKTOB JOCTYIA K 0ObEKTaM JI0CTYTIa;

OTpaHUYEHHUE IPOTPAMMHON CpeJibl;

3alIMTy MAlIMHHBIX HOCHTENIEH MH(pOpMaIum;

PETUCTPAIMIO COOBITHIT 6€30TacCHOCTH;

AHTUBUPYCHYIO 3aLIUTY;

oOHapyxeHHe (MIpeI0TBpaIlEHIE) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aIUIIEHHOCTH HH(OpMAIINH;

[IEJIOCTHOCTh MH(POPMALMOHHOW CUCTEMBI U HH(OpMaI;

JOCTYITHOCTh MH(OpMAIUH;

3alIUTy CPEIlbl BUPTYaIN3aIlii;

3alIUTy TEXHUYECKUX CPEJICTB;

3alIUTy UH(OPMALIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSA3H U Mepeiaul JaHHBIX.

CoctaB Mep 3amuThl MHGOpMAIMM M WX 0a30Bble HAOOPHI AT COOTBETCTBYIOIIMX KIIACCOB

3alIMIIEHHOCTH WH(GOPMAIIMOHHBIX CHUCTEM MPUBEJCHBI B TPWIOKEHHH N 2 K HACTOSIIUM
TpeboBanusim.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

20.1. Mepsl M0 MACHTU(QHUKAIUK U ayTeHTH(UKAIMH CYyOBEKTOB JOCTyNa M OOBEKTOB JOCTYyIa
JOJDKHBI  Oo0ecreynBaTh MPUCBOCHUE CYOBEKTaM M OO0BEKTaM JIOCTyNa YHUKAJIbHOTO IpH3HAKa
(upentudukaropa), CpaBHEHHUE MPENBIBIIEMOro CyObeKTOM (00BEKTOM) JOCTyNa MACHTH(HUKATOpa C
MEpPEeYHEM TPUCBOCHHBIX HICHTHU(PHUKATOPOB, & TAKXKE MPOBEPKY MPUHAIICIKHOCTH CYOBEKTY (0OBEKTY)
JOCTYyTIA TIPEIBSBICHHOTO UM HIeHTH(HUKaTopa (TTOATBEPKICHUE MTOITTHHHOCTH).

20.2. Mepbl 1O yHpaBICHHIO JOCTYIIOM CYOBEKTOB JOCTyma K OOBEKTaM JOCTYNa JIOJDKHBI
o0ecrieunBaTh yNpaBjeHUE MpaBaMU W NPUBHIETUSMH CyOBEKTOB IOCTYIa, pa3rpaHUYeHHE JOCTYyIa
CyObEeKTOB JocTynma K OOBEKTaM JIOCTylla Ha OCHOBE COBOKYIHOCTH YCTAHOBJIGHHBIX B
MH(POPMALIMOHHON CHUCTeMe NpaBWI pa3rpaHUyYeHHs JOCTyIa, a TaKke OOecIeyrBaTh KOHTPOJb
COOJIIOICHUS ATUX MTPABUIL

20.3. Mepsl 10 OTpaHUYEHHUIO MPOTPAMMHOM Cpe/bl JOJKHBI 00ecleuynBaTh YCTAHOBKY M (MJIN)
3allyCK TOJIBKO Pa3pelleHHOr0 K HCIHOJIb30BAHUIO B HH(POPMALMOHHOM CHCTEME IPOrpaMMHOIO
o0ecreyeHnss WJIM UCKIIOYaTh BO3MOXKHOCTh YCTaHOBKM U (WIM) 3amycKa 3alpelieHHOro K
UCIOJIb30BAHUIO B MH(POPMAITMOHHON CHCTEME NMPOrPaMMHOI0 00ecrieyeHusl.

20.4. Mepsbl 10 3alIMTe MANIMHHBIX HOCUTENEH MH(popManmu (CpeacTBa oOpabOTKU (XpaHEHHS)
nHpOpMALNY, CHEMHBIE MAIIWHHBIE HOCHTEIH HWH(POPMALWHK) JODKHBI HCKIIOYaTh BO3MOYKHOCTh
HECaHKLMOHUPOBAHHOTO JIOCTyIAa K MAIIMHHBIM HOCHUTENSIM M XpaHsmieics Ha HUX HHpopmanuu, a
TaKXe HECAHKIIMOHUPOBAHHOE UCIIOJIb30BAaHUE ChEMHBIX MAIIMHHBIX HOCUTENEH HH(OpMALHH.

20.5. Meppl mo peructpanuu coOBITUH 0€30MaCHOCTH JOJDKHBI oOecredynBaTh cOOp, 3amuch,
XpaHEHHE U 3alUTy MHPOPMALUU O COOBITHIX 0€30MacHOCTH B MH(POPMALMOHHOM cHCTEMe, a TakKe
BO3MOKHOCTh MIPOCMOTPA U aHaJM3a UH(OPMAIMH O TAKUX COOBITUSAX U pearnpoBaHKe HA HUX.

20.6. Mepsl 110 aHTUBUPYCHOM 3aIUTe TOJKHBI 00ecrednBaTh 0O0HapyKeHHE B HH()OPMAITMOHHON
CHCTeME KOMITBIOTEPHBIX MPOrpamMM JIMOO WHOW KOMIBIOTEPHON WH(OpPMAINH, TpeIHa3HAYCHHOW IS
HECaHKIIMOHUPOBAHHOTO YHHUYTOXKEHHS, OJIOKMPOBaHMS, MOAM(UKAIIMY, KOTUPOBAHUS KOMITBIOTEPHOM
uHQOpPMAIlMM WM HEWTpalu3allid CPeACTB 3allUThl MH(OpMalMu, a Takke pearupoBaHHe Ha
oOHapy>KeHHe ATUX MPOrpaMM U HHPOPMALIUH.

20.7. Mepsl 1o oOHapyxeHUIO (IPEIOTBPAIICHUIO) BTOPKCHHHA JIOJDKHBI O0ECTIeUnBAThH
oOHapyXeHHWe JaelcTBuid B WH(OOPMAIMOHHOW CHCTEME, HAmpaBICHHBIX Ha MpeIHAMEPCHHBIN
HECaHKITMOHUPOBAHHBIA JOCTYNl K WH(OpMAaIuu, CleluadbHbIe BO3JECHCTBHS Ha WH()OpPMAIMOHHYIO
cuctemy # (win) uHpOpMALMIO B IENAX €€ JA0ObIBaHUS, YHUUTOXKECHHS, UCKAKECHUSI U OJOKHUPOBAHUS
JocTyna K uHpopMaiuu, a Takke pearnpoBaHre Ha 3TU ACHCTBHUS.

20.8. Mepsl 1O KOHTPOJIO (aHaIM3y) 3AIIMIICHHOCTH HH(POPMALMHU JOJDKHBI 00ecrednBaTh
KOHTPOJIb YPOBHS 3aIIMIICHHOCTH MH(POPMAIUH, colepKaleiicss B UHHOPMAIIMOHHON CHCTEME, ITyTeM
MIPOBEICHUSI MEPOTIPUATHIA 110 aHATU3Y 3AIIUIIEHHOCTH MHPOPMALMOHHOW CHCTEMBI U TECTUPOBAHHIO
€€ CHCTEMBI 3alllUThl HH(OPMALIUH.

20.9. Mepsl 110 00ECTICUCHHIO IIEJIOCTHOCTH MH(POPMAIIMOHHON CHCTEMBbl M1 HH(POPMALIUH JOJIKHBI
obOecrieunBath  OOHapykeHHE  ()aKTOB  HECAHKUMOHHPOBAHHOTO  HApYIIEHUS  IEJIOCTHOCTH
WHPOPMALIMOHHOM CUCTeMbl M cojepxalleiics B Hel uHpopManuu, a Takke BO3MOXKHOCTh
BOCCTAaHOBJICHHUS WH(POPMALIMOHHOM CUCTEMBI U COZIepKalieiics B Hell MHPOpMaLnu.

20.10. Mepsl 1o oO0ecnedyeHHI0 JOCTYHHOCTH HMH(GOpMaluu JODKHBI — OOecreunBaTh
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aBTOPU30BAHHBIN JOCTYIl IOJB30BATENCH, MMEIOIMX MpaBa MO TaKOMY JOCTymy, K HH(opManuu,
cojepxaiieiics B MHQOPMALMOHHOW CHCTEME, B IUTATHOM pexXuMe (QYHKIMOHUPOBAHHS
MH(POPMALIMOHHOMN CUCTEMBI.

20.11. Mepsl no 3ammTe cpenbl BUPTYaTU3alUU JIOJDKHBI MCKIOYaThb HECAHKUMOHHPOBAHHBIN
noctyn K uHpopMauuu, oOpabaTbiBaeMoil B BUPTyalbHOM HHQPACTPYKType, U K KOMIIOHEHTaM
BUPTYyaJIbHOW HHQPACTPYKTYPHI, a TAKKE BO3/eHcTBUE HA MH()OPMALIMIO U KOMIIOHEHTBI, B TOM YUCIIE K
CpeACTBaM  YIpPAaBJICHHUS BUPTyalbHOH HMH(QPACTPYKTypOi, MOHHUTOPY BHUPTYAIbHbIX MAIIUH
(runepBU30py), CHUCTEME XpaHEHUS JAHHBIX (BKJIIOYAas CHCTEMY XpaHEHHs 0Opa3oB BHPTYaIbHOM
UHPPACTPYKTYpHI), CETH TMepeJadyd JaHHBIX Yepe3 OJJIEMEHTbl BUPTyaJbHOW WM (U3NIECKOH
UH(QPACTPYKTYphl, TOCTEBBIM OIEPAIMOHHBIM CHCTEMaM, BHUPTYaJbHbIM MallUHaM (KOHTEWHEpam),
CUCTEME€ M CETHU peIUIMKAllMHM, TePMHUHAJIbHBIM M BUPTYaJbHBIM YyCTPOMCTBAM, a TaKKe CHCTEME
PE3EPBHOr0 KOIUPOBAHUSA U CO3JaBAEMbIM €0 KOIHSM.

20.12. Mephl 1O 3alIUTe TEXHHYECKUX CPEICTB IOJDKHBI HMCKIIOYAaTh HECAHKIIMOHHPOBAHHBIN
JOCTYyN K CTallMOHAPHBIM TEXHUYECKUM CpeICTBaM, 00pabaThIBAIONIUM HH(DOPMAIHIO, CPEICTBAM,
obecnieunBarOmUM (PYHKIIMOHHUPOBAHUE HWH(POPMAIIMOHHOW CHCTEMBI (Jajiee - CpeAcTBa OOeCIeueHUs
(bYHKHI/IOHI/IPOBaHI/If[), U B IIOMCHICHUA, B KOTOPBIX OHHU TIOCTOAHHO PACIIOJOKCHBI, 3alluTy
TEXHUYECKUX CPEJCTB OT BHEIIHMX BO3JECUCTBUM, a Takke 3alluTy MH(GOpMalluu, NMPeACTaBICHHONW B
BUJIc THHOPMATHUBHBIX JICKTPUICCKUX CUTHAJIOB U (PMU3UYECKUX IMOJICH.

20.13. Mepsl 1o 3amute MHGOPMAIMOHHOW CHUCTEMBI, €€ CPE/ICTB, CHCTEM CBS3M U Iepelradu
JaHHBIX JOJDKHBI oOecneurBaTh 3alIMTy HH(DOpPMAlMM TNpU B3aUMOJEHCTBUM HH(MOPMAIIMOHHON
CHUCTEMBl HJIM €€ OTACIbHBIX CETMEHTOB € MHBIMM HMH(QOPMALMOHHBIMH CHCTEMAMU H
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH ~ CETSMU  [IOCPEJCTBOM  IPUMEHEHMS]  apXUTEKTYpPbl
MH(OPMALIMOHHONW CHUCTEMBI, MPOEKTHBIX pEHIeHWH 10 ee CHUCTeME 3aluThl HH(OpMalUH,
HaIpaBJICHHBIX Ha o0ecleyeHre 3aInuThl THPOPMaLUK.

21. Bri6op Mep 3a1uThl HHGOPMALIMY AJIS UX peaau3aluy B MHPOPMALMOHHOM cUCTeMe B paMKax
€€ CUCTEMBbI 3alUThl HH)OPMAIMH BKIIIOYAET:

ompezeneHue 0a3oBoro HaOopa Mep 3amuThl WHGOpPMANMK IS YCTAaHOBIEHHOTO KJlacca
3alIUIIEHHOCTH WH(GOPMAIIMOHHON CHCTEMBI B COOTBETCTBHH C 0a30BBIMH HAa0OpaMH MeEp 3alluThI
nH(popMalnu, NPUBEJCHHBIMU B TpuiioskeHuu N 2 k HacToaumM TpeboBaHusIM;

ajantanMio  0Oa3oBoro  Habopa  Mep  3amuThl  HMHGOpPMALMKM  NPUMEHUTEIBHO K
CTPYKTYPHO-(DYyHKIIMOHAJIBHBIM XapaKTepUCTHKaM HH(OPMAIIMOHHONH CHCTEMBbl, HWH(POPMALMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTSIM (PYHKIIMOHUPOBaHUS HWH(POPMALMOHHON CHUCTeMbl (B TOM 4YHCIE
NpeIyCMaTpUBAIONIYI0 HCKIIOYeHHEe U3 0Oa3oBoro Habopa Mep 3aliuThl HHPOpPMALUU  Mep,
HETIOCPEJICTBEHHO CBSI3aHHBIX C HMH()OPMAIMOHHBIMHA TEXHOJOTHSIMH, HE HCIIOJIb3YEeMBIMH B
MH(OPMALIMOHHONW  CHCTeMEe, WIH  CTPYKTYpHO-(QYHKUIHMOHAJIBHBIMH  XapaKTePUCTHKaMHU, HeE
CBOWCTBEHHBIMH HH(OPMALIMOHHOHN CUCTEME);

YTOYHEHHUE aJalTHPOBAHHOIO 0a30BOro Habopa Mep 3amMThl MH(GOpPMAIMK C YYEeTOM He
BBHIOpAHHBIX paHee Mep 3alluThl MH(DOpPMAIMM, MPUBEACHHBIX B MPUIOKEHMHM N 2 K HACTOSIIUM
TpeboBanusiM, B pe3yjbTaTe Yero OINPENeNSAIOTCS MEphl 3aIluThl MH(OpMAIMH, 00eCIeYnBaIOIINe
0JIokMpoBaHUE (HEUTpaIM3alUI0) BCEX Yrpo3 0e30macHOCTH WHGOpMAIMH, BKIIOYEHHBIX B MOJIENb
yrpo3 0e301macHOCTH H(OpMAIUK;

JOIIOJITHEHUEC YTOYHCHHOI'O aJallTUPOBAHHOT'O 6azoBoro Ha6opa MCP 3allHThbI I/IH(bopMaI_[I/II/I
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MCpaMu, O6CCH€‘II/IB8.IOH_[I/IMI/I BBIINIOJIHCHHUEC Tpe6OBaHI/II>’I O 3aIuTe I/IH(1)OpMaI_II/II/I, YCTaHOBJICHHBIMHA
HWHBIMH HOPMATUBHBIMU MIPABOBBIMH AKTaMH B o0iactu 3alllUThI I/IH(I)OpMaI_II/II/I, B TOM 4HCJIE B 00JIaCTH
3aI0UTHI ICPCOHAJIbHBIX JaHHBIX.

Jns BbIOOpa Mep 3amuThl MHGOpPMAlMU JJs COOTBETCTBYIOLIETO KJjacca 3allMIEHHOCTU
MH(OPMALIMOHHOW  CHUCTEMbl MPUMEHSIOTCS  METOJUYECKHE JOKYMEHTBI, pa3paboTaHHble U
ytBepxkaeHHble DCTOK Poccum B coorBercTBUM ¢ noanyHKToM 4 mnyHkra 8 Ilomoxenus o
OenepanbHOl Ccayx)0€ TO TEXHUYECKOMY M JKCIHOPTHOMY KOHTPOJIO, YTBEPKICHHOTO YKa3oM
IIpesunenrta Poccuiickoit @enepanuu ot 16 asrycra 2004 r. N 1085.

22. B uH(pOpMAIMOHHON CHCTEME COOTBETCTBYIOIIETO KJlacca 3allUIIEHHOCTH B pPaMKax ee
CHCTEMBI 3aIIUTHl HH()OPMAIH JOJDKHBI OBITH pealn30BaHbl MEPHI 3alUTH WH(OpPMAIINU, BEIOPaHHbIE
B COOTBETCTBUM ¢ NyHKTOM 21 Hactosmux TpeGoBanuii u obecrneunBaomuye OJIOKUPOBAHKE
(HeTpanu3aIuio) Bcex yrpo3 6e3omacHoCcTH HHpOpMaIIUH.

[Ipu sToM B UHPOPMALMOHHOW cHCTEME JOJKEH ObITh, KAaK MHUHUMYM, pEaJH30BaH
a/JlaniTUPOBAHHBIM 0a30BbIi HAOOp Mep 3alMUThl MH(OPMAIMH, COOTBETCTBYIOIIUI YCTaHOBIEHHOMY
KJIacCy 3allMIIEHHOCTH HH(OPMAIIHOHHON CUCTEMBI.

22.1. B cllyyae€  €clIM  Mephl  3amuThl  WHGOpMAIMM,  pEaTM30BaHHBIE B
MH(OPMALIMOHHO-TEIECKOMMYHHUKAIIMOHHON ~ HMH(]pacTpykType  LeHTpa  oOpaOOTKM  JaHHBIX,
obecrnieunBaroT  OJIOKMpOBaHME  yrpo3  0Oe3omacHOCTH  MH(OpPMAlUHM,  aKTyalbHBIX  JUIA

GYHKIMOHHPYIOIIEH Ha ero 0Oa3e HMHGOPMAIIMOHHONH CHUCTEMBI, TPUHSATHE JOTOJHUTEIBHBIX MeEp
3amuThl UHpOpMaMKU B JaHHON MHGOPMAIMOHHON cucTeme He Tpedyercs. [Ipu 3TomM momHOMOYHS B
YacTH 3aIlUThl WH()OpPMAIMK JOJKHBI OBITH pPACIpENeNICHbl MEXKIY OINepaTopoM HH(GOPMAIMOHHON
CUCTEMBI M OIEPaTopoM HH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW HWHQPPACTPYKTYpHl  IICHTpa
00pabOTKH JTaHHBIX.

(m. 22.1 BBeaeH [Ipukazom @CTIK Poccuu ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXXHOCTH peanu3aluy B HMH(OOPMAIMOHHONW CHCTEME B paMKaX €€ CHCTEMbI
3aUThl MHGOpPMAIMK OTACNbHBIX BBIOPAHHBIX Mep 3alluThl MH(OpMAlMM Ha S3Tanax aJanTalud
0a3oBoro Habopa Mep 3amuThl HHOOPMALIUY WM YTOYHEHHS aIallTUPOBAHHOTO 0a30BOr0 Habopa Mep
3anIUThl HHQOPMAIH MOTYT pa3padaThIBaThCs WHBIE (KOMIIEHCHPYIOIINE) MEPhI 3aIUTHl HHPOPMAaIINH,
oOecrnieunBaroIye aJeKkBaTHoe OJI0KHpoBaHKE (HeHTpanu3aluio) yrpo3 6€30macHoCTd HH(OpMaLIUK.

B stom ciiydae B xoie pa3pabOTKU CHCTEMBI 3alIMTHl HHGOpMauu HHGOPMALIMOHHON CHUCTEMBbI
JIOJKHO OBITh MPOBEACHO 00OCHOBAaHUE MPUMEHEHUS! KOMIICHCUPYIOIIUX Mep 3alluThl HHPOpMAIUH, a
NPy aTTECTAlMOHHBIX  MCHBITAHUSX  OLIEHEHAa  JOCTaTOYHOCTh M aJCKBAaTHOCTh  JAHHBIX
KOMITEHCUPYIOIIUX Mep JUTsl OJIOKHpOBaHUS (HEHTpau3alnn) yrpo3 0€30macHOCTH HH()OPMAIIHH.

24. Mepsbl 3amuTsl HHGOPMAIUK BBHIOUPAIOTCS U pEAM3yIOTCS B WHPOPMALMOHHON CHUCTEME B
pamMKax ee CHCTeMbl 3alMThl HWHPOpPMAMU C Y4YeTOM yrpo3 Oe30MmacHOCTH HH(OpMAalHH
IIPUMEHUTEIBHO KO BCEM O0OBEKTaM U CyObEKTaM JIOCTyIa Ha alnapaTHOM, CUCTEMHOM, IIPUKIIAAHOM U
CETEBOM YPOBHSIX, B TOM YHCJIE B CpeJie BUPTYAIU3aLUU U 00JauHBIX BHIYHUCIECHUI.

25. OpraHM3allMOHHbIE MeEpbl M CpEACTBA 3allUThl MHPOpPMALMM, NpUMEHSIEMble B
MH(POPMALIMOHHOM CUCTEME, TOJIKHBI 00eCIIeUnBaTh:

B MH(QOpPMAIMOHHBIX cHCTeMax | Kiacca 3alUIIEHHOCTH - 3alUTy OT Yrpo3 Oe30macHOCTU
nH(pOpMalInH, CBI3aHHBIX C IEUCTBUSMHU HApYIIUTENEH ¢ BHICOKHM MOTEHIIMAIIOM;
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B I/IH(i)OpMaI_II/IOHHBIX cHCTeMax 2 KJjacca 3alMUIICHHOCTHU - 3alUTy OT YI'po3 0€e30macHOCTH
I/IH(I)OpMaI_II/II/I, CBSI3aHHBIX C ACUCTBUSIMU HaPYHIHTeHeﬁ C MMOTCHIIMAJIOM HC HUKC YCUJIICHHOT'O 68.3OBOTO;

B MH(OpPMAIMOHHBIX CHCTEMax 3 Kjacca 3allUIIeHHOCTH - 3allUTy OT yrpo3 0e30macHOCTH
nH(pOpMalnH, CBI3aHHBIX C IEUCTBUSAMHU HapyIIUTEIEH ¢ MOTEHLIMAIOM HE HUKe 0a30BOroO.

[ToreHnman HapymuTenend ONpenenseTcss B XOJI€ OLCHKH WX BO3MOXHOCTEH, MPOBOJUMOUN MpH
onpejeNiecHud yrpo3 0Oe30macHOCTH HHGOpPMAlUuUd B COOTBETCTBUU C MYHKTOM 14.3 HacTOsIIUX
TpeboBanuii.

OneparopoM MOXKET OBITh MPUHATO pEIICHHE O TPUMEHEHWH B WHGOPMAIMOHHON cHCTEeMe
COOTBETCTBYIOIIETO KJacca 3alIMIIEHHOCTH MEp 3aIUThl WHPOpMAIMU, 00ECIIEUYNBAIOIINX 3AIIUTY OT
yrpo3 6e30macHOCTH HH(OPMAIIHH, PEATN3YEMbBIX HAPYIIUTENSIMH ¢ 00JIee BBICOKUM ITOTEHITHATIOM.

(. 25 B pen. [pukaza ®CTIK Poccum ot 15.02.2017 N 27)

26. TexHuyeckre Mepbl 3alUThl HHPOPMALUU PEATNU3YIOTCS OCPEACTBOM NMPUMEHEHUS CPEICTB
3alUThl UH(GOpPMAIMK, B TOM YHUCIIE MPOTrPaMMHBIX (IIPOrpaMMHO-aINapaTHBIX) CPEACTB, B KOTOPBIX
OHU pealn30BaHbl, UMEIOUINX He0OXoquMble (pyHKIMH 6e3omnacHocTH. [Tpu aToMm:

B HMH(OpPMAIMOHHBIX cHUCTeMax | Kiacca 3alUIIEHHOCTH NPUMEHSIOTCS CpPEACTBA 3aIlUTHI
nH(popMaluu He HUXKe 4 Kilacca, a TaKKe CpeACTBa BHIYMCIUTENIbHON TEXHUKN HE HUKE 5 Kilacca;

B I/IHCbOpMaI_[I/IOHHBIX cucremMax 2 Kiacca 3aIUIICHHOCTH MNPUMCHAIOTCA CPEACTBA 3alllUThI
HH(bOpMaHHH HE HIDKE 5 KJ1acca, a TakiKe€ Cp€ACTBa BBIYMCIIMTEILHON TEXHUKH HE HUXKE 5 KJ1acca,

B I/IH(I)OpMaI_[I/IOHHLIX cucTeMax 3 Kiacca 3AIUIICHHOCTH HNPUMCHAIOTCA CPEACTBA 3alIUTHI
I/IH(I)OpMaI_II/II/I 6 KJIaCCa, a TaKKE€ CpCACTBA BBIYHCIIMTEIILHOM TEXHUKU HE HIXKE 5 Kilacca.

B uHpopManmoHHBIX cuUcTeMax | Kjacca 3alUIICHHOCTH MPUMEHSIIOTCS CEepTH(PHUIMPOBAHHBIC
CpeICTBa 3alUThl MH(DOPMAIMH, COOTBETCTBYIOIHME 4 WM 0Oojiee BBICOKOMY YPOBHIO JOBepws. B
MH(OPMAIMOHHBIX CUCTEMax 2 KJlacca 3allUIICHHOCTH MPUMCHSIOTCS CepTH(GHUIIMPOBAHHBIE CPEICTBA
3amMThl  MH()OpMAIMK, COOTBETCTBYIOIIME S5 WM 0Oojee BBICOKOMY YpOBHIO JoBepus. B
WH(POPMAIIMOHHBIX CUCTEMax 3 Kiacca 3alllMIICHHOCTH MPUMEHSIOTCS CEpTUGHUIIMPOBAHHBIC CPEICTBA
3amuThl UHPOPMAIIMHU, COOTBETCTBYIOIIUE 6 WM OOJIee BBICOKOMY YPOBHIO JOBEPHSL.

(B pexn. [pukaza ®CTIK Poccum ot 28.05.2019 N 106)

Kiacchl 3a1uThl 1 ypOBHU J0BEpHUS OMPEACIAIOTCS B COOTBETCTBUU C HOPMATUBHBIMH MPABOBBIMU
aktamu ®CTOK Poccum, m3maHHBIMH B COOTBETCTBUH ¢ moamyHKTOM 13.1 mynakta 8 IlomoxkeHus o
denepanbHON CIIy’)k0€ 10 TEXHUYECKOMY M OKCIOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3oMm
[Ipe3sunenta Poccuiickoit ®enepanuu ot 16 aBrycra 2004 r. N 1085.

(8 pen. Ipukaza ®CTIK Poccunu ot 28.05.2019 N 106)

B  uHpOpMAaLMOHHBIX  CHCTEMax  NPUMEHSIOTCS  CPEACTBa  3alIUThl  HMH(MOpPMAIHH,
CepTUQHUIMPOBAHHBIE HA COOTBETCTBHE O0S3aTEIBHBIM TPEOOBAHUSAM IO OE30MaCHOCTH MH(OpMAIUH,
yctaHoBieHHBIM ®PCTOK Poccun, nnm Ha cooTBEeTCTBHE TPEOOBAaHUSAM, YKAa3aHHBIM B TEXHUYECKUX
yclnoBUAX (3afaHusAX 1o OesomnacHocTH). Ilpu 3ToM (QyHKIMH 0€30IaCHOCTH TAKMX CPEACTB JIOJIKHbI
o0ecreynBaTh BbINOJIHEHHE HACTOSIIUX TpedoBaHuil.

(m. 26 B pen. [Ipukaza ®CTOK Poccunu ot 15.02.2017 N 27)
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26.1. Ilpu TpPOEKTUPOBAHWU BHOBH CO3JABAEMBIX WM MOAECPHU3UPYEMBIX HH(POPMAIIMOHHBIX
CUCTEeM, MMEIOIIUX AOCTYN K HH()OPMAIMOHHO-TEICKOMMYHHUKAIMOHHON ceTH "VHTepHeT", HOMKHBI
BBIOMPATBCS  MapLIPyTH3aTOpbl <2>, CcepTU(UIMPOBAHHBIE HAa COOTBETCTBUE TPEOOBAHUSAM IO
Oe3omacHocTr nH(GOpMANNH (B YaCTH PeaTM30BAaHHBIX B HUX (QYHKIIHH 0€30TTaCHOCTH).

(m. 26.1 BBenen [pukazom ®CTIK Poccuu ot 28.05.2019 N 106)

<2> Ilynkr 4 rnaeel Il Kinaccudukanum cpeiactB NporpaMMHOIO, TEXHHUYECKOTO OOECTeYeHHUs,
pabor u ycimyr (mpuwioxenue N 2 k MeToaWYecKHMM YKa3aHHUSM 110 OCYIIECTBJICHHUIO YydeTra
MH(POPMALMOHHBIX CUCTEM u KOMIIOHEHTOB UH(POPMALMOHHO-TEIIEKOMMYHHUKAITMOHHON
HHQPaACTPYKTYpPHl, yTBEPKACHHBIM Npuka3zoM Munkomcsszu Poccun ot 31 mast 2013 r. N 127).
(caocka BBeneHa [Ipukazom @CTOK Poccun ot 28.05.2019 N 106)

27. B cnyyae 00paboTkM B MHPOPMALIMOHHOM cucTeMe HHPOPMAaLIMK, ColeprKalliel epcoHalIbHbIe
JIaHHbIE, peau3yeMble B COOTBETCTBUM C MyHKTamMu 21 u 22 Hactosmux TpeOGoBaHMI Mephl 3alUTHI
uHpOpMaLUu:

Ui “HGOPMAIMOHHON cHucTeMbl | Kilacca 3amuineHHOCTH obecrieunBatoT 1, 2, 3 u 4 ypoBHH
3aIIHIIEHHOCTH NEPCOHAIBHBIX JaHHBIX <1>;

<I> VYcraHaBiMBaeTCsl B COOTBETCTBUM ¢ TpeOoBaHMAMHU K 3aIlUTE MEPCOHANBHBIX JAHHBIX MpPU
ux o0paboTke B HHGPOPMAIMOHHBIX CHCTEMaxX MEPCOHAJBHBIX JAHHBIX, YTBEPXKICHHBIMHU
nocraHoBieHueM [IpaButenscTBa Poccuiickoit @enepanuu ot 1 HosOps 2012 1. N 1119.

JUIsi MTHGOPMAIIMOHHOM CUCTeMBbl 2 KJlacca 3alllUIIEHHOCTH olecnednBaloT 2, 3 U 4 ypoOBHHU
3alUIEHHOCTH EPCOHAIBHBIX JAHHBIX <*>;

Uisi UH(QOPMAIIMOHHOW CHUCTeMbl 3 Kilacca 3alllMIIeHHOCTH obOecrneunBaioT 3 u 4 ypoOBHHU
3aIUIICHHOCTH MEPCOHATBHBIX TaHHBIX <*>;

ao63ar uckimoueH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.

28. IIpu ucnonp30BaHUU B MHPOPMAITMOHHBIX CHCTEMaX HOBBIX MH(POPMAITMOHHBIX TEXHOJOTUH 1
BBISIBIICHUH JTOTIOJIHUTEIBHBIX YIpo3 0€30MacHOCTH WH(MOPMAIUH, AT KOTOPBIX HE OMPEIEICHBI MEPhI
3aIUThl HHQOpPMAIIMH, TOJDKHBI pa3padaThiBaThCsl KOMIICHCHPYIONIHUE MEPhl B COOTBETCTBUU C ITYHKTOM
23 nactosaumx TpeOoBaHMiA.

[Ipunoxenue N 1

K TpeboBaHusM 0 3amuTe HHPOPMALIUH,

HE COCTaBJIAIOILEH IOCYyJapCTBEHHYIO TaliHy,
COZIepKALICICS B TOCYAapCTBEHHBIX
MH(GOPMALIMOHHBIX CHCTEMaX
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

OMPEOEJIEHME KINNACCA 3ALMLEHHOCTU UHOOPMALIMOHHON CUCTEMbI

CrnucoK 3MEHSIOMINX IOKYMEHTOB
(B pen. pukaza ®CTIOK Poccum ot 15.02.2017 N 27)

1. Kimacc 3amumennoctu nHpopMmannoHHon cuctemsl (mepBeiid kinace (K1), Bropoit kmace (K2),
tpetmii kiacc (K3)) ompenmensiercs B 3aBUCHMOCTH OT YpOBHS 3HadnmMmoctd wuHpopmammu (Y3),
oOpabaTeiBaeMOil B 3TOW HWHGOPMAIIMOHHOW CcHCTeMe, W MmacimTaba HMHPOPMAIMOHHON CHUCTEMBI
(benepanbHbBIN, perHOHANTBHBIA, 0OBEKTOBBIN).

(8 pen. lIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

Knacc 3amumennoctu (K) = [ypoBeHb 3HaUMMOCTH HH()OpPMAIIHH;, MACIITa0 CUCTEMBI |.

2. YpOBEHb 3HAUYUMOCTH HWHGOPMAIMU OMPEICISETCS CTEIEHBI0 BO3MOXKHOTO yiiepba uis
obnmamatens wHbopMmaruu (3aKa3umka) W (WIM) omeparopa OT HapyIIeHUs KOHQUICHIIUATLHOCTH
(HempaBOMeEpHBIE JOCTYM, KOMMPOBAaHUE, MPEIOCTABICHHWE WU PACHPOCTPAHEHUE), IEIOCTHOCTH
(HempaBOMEpHbIE YHHUYTOXKEHHWE WIM MOIU(MUIMPOBAHKUE) WIW JOCTYNMHOCTH (HEMpaBOMEPHOE
OnoKupoBaHue) UH(POPMAIIHH.

VY3 = [(koHpUACHIINATHHOCTD, CTENEHb yIiep0a) (IIeIOCTHOCTh, CTETEeHb yiep0a) (I0CTymHOCTD,
CTerneHsp yiiepoa)],

I/Ie CTeNeHb BO3MOXKHOTO yiiepba ompezensercs obnamarenem uHpopmamuu (3aKa3duKkoM) U
(Wn) omepaTopoM CaMOCTOSITENTFHO SKCIIEPTHBIM WJIM WHBIMH METOJIaMU U MOXKET OBITh:

BBICOKOM, €CIM B pe3yJbTaTeé HapyILIeHHs OJHOIO M3 CBOWCTB 0€30macHOCTH HH(pOpMauuu
(KOH(UACHIIMAIEHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXKHBI ~CYIIECTBEHHBIE HETaTHBHEIC
MOCNIEACTBUSL B COIMANIbHOM, MOJUTHYECKOW, MEXIYHApOJIHOM, HPKOHOMUYECKOHU, (PMHAHCOBOW WU
UHBIX 00JIacTAX NEeATENbHOCTH W (uiu) uMH(pOpMaluoHHas cucteMa U (Wiu) omeparop (oOiagaTens
uH(OpMaIIKMN) HE MOTYT BBIIIOJHSATH BO3JI0O)KEHHBIE HA HUX (DYHKIIMH;

CpeIHel, ecinu B pe3yjibTaTe HapyIIEHUs OJHOTO M3 CBOWCTB 0e€30macHOCTH WH(pOpMauu
(KOH(UICHITNATBHOCTH, TIEIOCTHOCTH, TOCTYITHOCTH) BO3MOYKHBI YMEPEHHBIC HETATHBHBIC MTOCIICICTBHUS
B COIMAJIBLHOM, MOJUTHYECKON, MEXKIyHAPOIHON, SIKOHOMUUECKON, (DMHAHCOBOW WJIM MHBIX OOJACTIX
NeATEeIbHOCTH W (Min) MHGOPMAIIMOHHAs cucTemMa W (Win) omeparop (oOmamarens uHOpMaIuu) He
MOTYT BBITIOJIHATH XOTS ObI OJTHY U3 BO3NIOKEHHBIX HA HUX (DYHKIIHIA;

HU3KOH, eciM B pe3yibTaTe HApYLIEHHWs OJHOIO U3 CBOMCTB 0€30MacHOCTH HH(pOpMaIuu
(KOH(UACHIIMAIBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXHBI HE3HAUHUTENIbHbIE HETaTHBHBIC
MOCJIEACTBUSL B COLMAJIbHOM, MOJUTUYECKOW, MEXKIYHApOJIHOM, HPKOHOMUYECKOW, (PMHAHCOBOM WU
WHBIX 00JIaCTAX ACSITENBHOCTH W (Win) WHGOpMAIMOHHAs cuctema U (wim) omeparop (oOiamaTenb
nH(OpPMaIIMK) MOTYT BBINIOJHATH BO3JOXKEHHbIE HA HUX (DYHKUUU C HEAOCTATOYHON 3(P(HEKTUBHOCTHIO
WX BBITOJIHEHHE (DYHKIMHA BO3MOXHO TOJIBKO C IPUBIICYEHUEM JTOTIOJIHUTEIbHBIX CHII U CPEJICTB.

WNudopmanus umeer BEICOKUH ypoBeHb 3HaunMocTH (Y3 1), ecnu X0Ts ObI 1711 OJTHOTO U3 CBOWCTB
Oe3omacHoctr  wHPOpMAIMK  (KOH(DHUIESHIIMAIBHOCTH, IEIOCTHOCTH, JIOCTYITHOCTH) OTpejciieHa
BbICOKasl crerneHb yuepoa. Mndopmanusa nmeer cpennuil ypoBeHb 3HauuMocTH (Y3 2), eciu X0oTs Obl
JUIS  OAHOTO W3 CBOWCTB 0e30macHOCTH HMHpopManuuu (KOH()UIEHIMAIBHOCTH, LEJIOCTHOCTH,
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

JOCTYITHOCTH) OIpeJAeNieHa CpelHss CTeNeHb yiiepda W HEeT HU OJHOTO CBOICTBa, AN KOTOPOTO
orpezieNieHa BhICOKas cTerneHb yuepoa. MudopMmaius nMmeeT HU3KUiA ypoBeHb 3HaunMoctu (Y3 3), ecnu
JUISE BCEX CBOWCTB 0€30mMacHOCTH WHGpopMaIuu (KOHPHUIACHIIUATHHOCTH, IEIIOCTHOCTH, JOCTYITHOCTH)
OTIpeJIeNIeHbI HU3KKE CTETIeHH yIepoa.

Ao63art uckmmtoueH. - [Ipukaz ®CTIOK Poccun ot 15.02.2017 N 27.

IIpu o6pabGoTke B mMH(OpMAIMOHHOW CUCTEME NBYX W Oosiee BUIOB MH(poOpMaiuu (ciayxkeOHas
TaliHa, HAJIOroBas TallHa W MHbIE YCTAHOBJICHHBIC 3aKOHOAATENLCTBOM Poccuiickon denepanuu BUIbI
nH(pOpMallMM OTPAHMYEHHOTO JIOCTYMAa) YPOBEeHb 3HaumMocTH wuHpopmammu (Y3) ompeaensrcs
OTIENBHO JUIA Kaxaoro Buaa wuHpopmammu. HWTOroBeId ypOBEHb 3HAYUMOCTH HWH(OPMAIINH,
obOpabateiBacMOii B MHYOPMAITMOHHON CHCTEME, YCTAaHABIUBACTCS 10 HAMBBICIITUM 3HAUCHUSM CTEIICHU
BO3MOKHOTO ymiep0a, OmpeaeNeHHbIM JUisi KOH(HICHIIMATBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH
nH(pOpManu KaXI10T0 BU1a HH(DOpMAITUH.

3. NudopmannoHHas cucrema HMeeT ¢enepaibHbli MacumTad, ecid oHa (PyHKIHMOHUpPYET Ha
tepputropun Poccuiickoii ®enepaunu (B mpenenax ¢enepaabHOro OKpyra) M HMEET CErMEHTHI B
cyobekrax Poccuiickoit @enepannu, MyHHIUIAIBHBIX 00pa30BaHUAX U (MITH) OPraHU3aLUsX.

WudopmanmonHas CHUCTEeMa HMEET PErHOHANIbHBIA MacmTald, eciu OHa (PYHKIMOHUPYET Ha
Tepputopun cyonekta Poccmiickoit denepanun W UMEET CETMEHTHI B OJHOM WJIM HECKOJIBKHX
MYHHIMITAIBHBIX 00pa30BaHUAX U (WJIH) MOJIBEIOMCTBEHHBIX U MHBIX OPTaHU3ALIUAX.

WNudopmanmonHas cucreMa uMeeT 00beKTOBBIH MacIITad, eciii OHa (PYHKIIMOHUPYET Ha 00OBbEKTax
oHOTO (peeparbHOTO OpraHa rocyJapCTBEHHOW BIACTH, OpraHa ToCyAapCTBEHHOW BIAacTU CyOBEKTa
Poccwuiickoit @enepanuu, MyHUITMTIAITBHOTO 00pa3oBaHus U (WJIM) OpraHU3allii U HE UMEET CETMEHTOB
B TEPPUTOPHAILHBIX OpraHax, MPEICTAaBUTEIbCTBAX, (QUIHANaX, TIOABSIOMCTBEHHBIX U HWHBIX
OpraHu3alusX.

4. Knacc 3anuiieHHOCTH HHPOPMAIIMOHHON CUCTEMBI OIIPEACIIACTCS B COOTBETCTBUH C TAOIHIICH:

YpoBEeHb 3HAUNMOCTH Macmrad HHPOpPMAIIMOHHOM CHCTEMBI
nH(popManuu
denepanbHbII PernonanbHbiit OOBEKTOBBIHI
V31 K1 K1 K1
y32 K1 K2 K2
V33 K2 K3 K3

(tabnuma B pen. [pukaza ®CTIK Poccun ot 15.02.2017 N 27)

ITpunoxenue N 2

K TpeboBaHMsIM 0 3amuTe HHPOPMALINH,

HE COCTABIIIONIEH rOCYJapCTBEHHYIO TaliHy,
coZieprKalleiics B rocy1apCTBEHHBIX
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alMTe MHPOPMALIMK, He [llata coxpaHeHus: 27.01.2022
COCTaBfSIo. ..

I/IH(I)OpMaLII/IOHHLIX CHUCTEMaAx

COCTAB
MEP 3ALLINTBI UH®OPMALIUN U UX BA3OBbIE HABOPbI
ANA COOTBETCTBYHOLWENO KNACCA 3ALLMLEHHOCTH
MHO®OPMALIMOHHOU CUCTEMbI

CnuCcoK U3MEHSIOIINX JOKYMEHTOB
(B pen. pukaza ®CTIK Poccum ot 15.02.2017 N 27)

YcnoBHOE Mepsl 3amuThl HHGOPMAUK B HHPOPMAITMOHHBIX Kitacest
o0o3Haye cucTeMax 3alUIEHHOCTH
HUE U HOMED nH(popmaImoH
Mepbl HOM CHCTEMBI
3 2 1

. UnenTudukanms u ayTeHTU(UKAIIS CyOBEKTOB JOCTyMa 1 00bekToB goctyna (MAD)

NAD.1 WNnentudukanust u ayreHTHU(UKALUS TONb30BaTeNeH, | + + +
SBJISTFOIITUXCSI paOOTHUKAMHU OTiepaTopa

NAD.2 Wnentudukanys 1 ayTeHTU(UKALHS YCTPOICTB, B TOM + +
YHCcIIe CTAIIHOHAPHBIX, MOOMIIBHBIX M TOPTATUBHBIX

NAD.3 VYnpasienue wuneHTHUKaTOpamMH, B TOM 4YHche| + + +
CO3/1aHKE, IPUCBOCHHUE, YHUUTOKEHUE UIEHTU(HUKATOPOB

NAD.4 VYnpaBieHue CcpeacTBaMy ayTeHTH(HKAIHMHA, B TOM| + + +
qucie XpaHEeHue, BbIAua, VMHUIMAIN3aLNs,
OJIOKMpPOBAHUE CPEJCTB AyTEHTU(PUKALUU M TMPUHATHE
Mep B cilydae yTparbl U (WIHM) KOMIPOMETAMH CPEACTB
ayTeHTH(UKaLuu

NAD.5 3amura obpaTtHoit CBSI3U npu BBOIE| + + +
ayTeHTU()UKALMOHHOW HH(pOPMALIUU

NAD.6 Nnentudukanus u ayreHTU(UKAIUS TOIb30BaTENeH, | + + +
HE SBJIIOMIMXCA pPaOOTHUKaMHM omeparopa (BHEIIHHX
M0JIb30BaTeNeH)

NAD.7 Unentudukamus u  ayTeHTHPHUKAUS  OOBEKTOB

(hailioBoif  CHUCTEMBI, 3allyCKaeMbIX U HCHOJHIEMbIX
MOJyJiei, 0OObEKTOB CHCTEM yIpaBJICHUS 0a3aMH JaHHBIX,
00BEKTOB, CO37aBa€MbIX MPHUKIAJHBIM U CIELUATbHBIM
IPOTrpaMMHBIM 00ECIIEYEHHEM, UHBIX 00BEKTOB JI0CTYIa

II. Yupasnenue noctymnom cyOBeKTOB AocTyna kK oobektam pocrymna (YITI)
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"06 yTBepxaeHun TpeboBaHui 0 3awwmTe nHbopMaLmnK, He

COCTaBf4lo...

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 27.01.2022

VI 1

VYmpasiienue (3aBeicHUE, aKTUBAIUS, OJIOKUPOBAHKE U
YHUUTOKEHUE) YYETHBIMH 3alMCSIMM I0JIb30BaTENeH, B
TOM YHCJIE BHEIIHUX I0JIb30BaTeNIeH

VIIL.2

Peanu3zanus He0OXOUMBIX METOJOB (IUCKPELIMOHHBIMH,
MaHJIaTHBIN, POJIEBOM WJIM MHOM METOJ), TUIIOB (YTCHHUE,
3aluch, BBINOJIHEHWE WM MHOW THUII) M IPaBHI
pasrpaHuveHus JOCTyma

VIIJL3

VYupasnenue (pumbTpanmys, MapHIpyTH3a1us,
KOHTpPOJIb COCJMHEHHI, OJHOHANpaBIICHHAs Iepeiada U
UHBIE  CHOCOOBl  yIpaBieHHs)  WHGPOPMAIMOHHBIMH
MOTOKAaMH  MEXAYy  YCTPOHCTBaMH, CerMEHTaMu
WHPOPMAIIMOHHON  CHUCTEMBI, a  TaKkKe  MEeXIy
WH(POPMAIIMOHHBIMHA CUCTEMaMHU

VIIJ1.4

Paznenenne momHOMoOuwMii (poJiei) TMOIb30BaTENEH,
aJIMHHHCTPATOPOB " JIUII, 00eCTIeYMBAFOIIINX
(YHKIIMOHHPOBaHUE HH(DOPMAITHOHHON CHCTEMBI

VIIJLS

Ha3znauenne MuHUMaIbHO HEOOXOJUMBIX IIpaB U
IPUBUIETHH M10JIb30BaTENSAM, aAMUHUCTPATOPAM U JIULAM,
o0ecreynBarouM (YHKIIMOHMPOBAaHUE
MH(POPMALIMOHHOMN CUCTEMBI

VIIA.6

OrpaHnuyeHue HEYCHEIIHBIX TONBITOK BXOAa B
UH(POPMALMOHHYIO cucTeMy (toctyma K
nH(POPMAIIMOHHOH cHUCTEME)

YIIA.7

[IpenynpexaeHue mosb30BaTeNsl NIpPU €ro BXOJE B
WHPOPMALIMOHHYI0 ~ CHCTEMYy O  TOM, 4YTO B
MH(POPMAIIMOHHON CHUCTEME pealn30BaHbl MEpBI 3aIIUTHI
uHpopMalud, U O HEOOXOIUMOCTH COOIIOACHUS UM
YCTQHOBJICHHBIX  ONEPATOPOM  HpaBWiI  00pabOTKH
uHbOopMaIuu

VIIJL8

OmnoBelieHne NoIb30BaTelIs MOCIE YCIEUIHOIO BX0Aa B
UH(POPMALMOHHYIO CUCTEMY O €ro HpeAbIAyIIeM BXOJE B
UH(POPMALIMOHHYIO CUCTEMY

VIIA.9

OrpaHuyeHue yuciia MapaielbHbIX CEaHCOB JIOCTYIa
JUIE  KaXIOM  yYyeTHOM  3amMcH  TOJIb30BaTelNs
MH(POPMALIMOHHON CUCTEMBI

VIIA.10

bnokupoBaHue ceaHca AocTyna B MH()OPMALMOHHYIO
CHCTEMY II0CJI€ YCTAaHOBJIEHHOTO BpEeMEHH Oe3neiicTBus
(HEaKTUBHOCTH) MOJIB30BATENS WIH IO €T0 3a1pocy

VIZL11

Pazpemienne  (3amper) JACMCTBUN  MOJb30BaTENEH,
pa3penIeHHbIX 10 HACHTU(UKAIIUHN U Ay TeHTH()UKANT
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Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"06 yTBepxaeHun TpeboBaHui 0 3awwmTe nHbopMaLmnK, He

COCTaBf4lo...

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 27.01.2022

VIIL12

[Monnepxka M coxpaHeHue aTpuOyTOB OE30MIACHOCTH
(MeTox 0€30macHOCTH), CBA3aHHBIX C HH(OpMaIuei B
TpoIriecce ee XpaHeHus1 1 00paboTKH

VIIJL13

Peanu3anus  3alIMINEHHOTO  YIAJ€HHOTO JOCTYyIa
CcyOBEKTOB JIOCTyIa K OOBEKTaM JIOCTyIa Yyepe3 BHEIIHHE
MH(pOPMAMOHHO-TEIEKOMMYHHUKAIIOHHBIE CETH

VII/1.14

PernamenTtanuss W  KOHTPOJb  HCIOJB30BaHUS B
UHGOPMAIIMOHHON CHUCTEME TEXHOJIOTUH OeCHpOBOJIHOTO
JocTyna

VIIJL15

PernmameHTanust ©u  KOHTpPOJb  HCIIOJIb30BAaHUS B
UHPOPMALIMOHHOW CHUCTEME MOOWIBHBIX TEXHHUYECKUX
CpenCTB

VIIA.16

VYnpasieHue B3auMoJeicTBUEM ¢ HH(POPMALIMOHHBIMU
cUCTeMaMH  CTOPOHHHMX  OpraHu3anuii  (BHELIHHE
WH(POPMALIMOHHBIE CUCTEMBI)

VIIA.17

OOGecrieueHne  JOBEPEHHOM  3arpy3KH  CPEACTB
BBIYHCIIMTCILHON TEXHUKHU

II1. Orpannuenue nporpammuoii cpenst (OIIC)

OIIC.1

VYnpasieHue 3amyckoM (0OpalieHussMU) KOMIIOHEHTOB
MIPOrpaMMHOTO OOECIIeYeHUs, B TOM YHCJE OIpeesieHHIe
3allyCKaeMbIX KOMIIOHEHTOB, HAacTpoika IapaMeTpoB
3allycka ~ KOMIIOHEHTOB,  KOHTPOJIb 32  3allyCKOM
KOMITOHEHTOB IIPOrpaMMHOT0 0OecreueHus

OIIC.2

VYnpasnenue YCTaHOBKOU (uHCTAMIALKEN)
KOMITOHEHTOB IIPOrpaMMHOT0 OOecreueHus, B TOM 4Hclie
OIpeIeIEHUEe KOMIIOHEHTOB, IOJUIEKAIlUX YCTAHOBKE,
HACTpOMKa  IapaMeTpoB  YCTAaHOBKHM  KOMIIOHEHTOB,
KOHTPOJIb 33 YCTAaHOBKOW KOMIIOHEHTOB INPOTrPaMMHOIO
obecrieueHus

OIIC.3

YcTaHoBKa (MHCTAUIALMS) TOJBKO Pa3pelIeHHOTO K
KCIIOIb30BAaHUIO TPOTrPAMMHOT0 0OecTieueHust U (M) ero
KOMITIOHCEHTOB

OIIC.4

VYnpaBieHnue BpeMEHHBIMU (paiimamMu, B TOM 4HCIE
3amper,  paspelieHue, — IepeHalpaBIICHHE  3alllCH,
yAaJICHHE BPEMEHHBIX (haiiiioB

IV. 3ammra mammHHBIX HOocuTeneil nadopmaryu (3HN)

3HU.1

VYder MalIMHHBIX HOCUTENEH nHpopManun
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3HU.2

VYnpaBieHue JOCTYNIOM K MAalIMHHBIM HOCHTEISIM
nHpOpMaIUU

3HN.3

KoHTtposnb mepeMelieHuss MalIMHHBIX — HOCUTENEH
nHOpPMAIINY 32 TIPEIEITbl KOHTPOIUPYEMOU 30HBI

3HU.4

Uckntouenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
03HaKOMJICHUS c coJiepKaHueM uH(pOpMAaInHy,
XpaHsAMIeHCsT Ha MAIIMHHBIX HOCUTENSX, ©  (WIH)
UCIIONb30BAaHUSl  HOCHUTENeHl MHpOpMamud B HHBIX
UH(GOPMAIIMOHHBIX CHCTEMAX

3HI.5

KonTpone  wcmonb3oBaHus  WHTEpGEHCOB  BBOJA
(BpIBOa) wuWHGOpMAlMM HAa  MAalIMHHBIE HOCUTENH
uHpopMauu

3HU.6

Kontponr BBOoma  (BeiBoga) wuHpoOpMamuu  Ha
MaIlTMHHBIE HOCUTENH WH(HOpMALIUN

3HN.7

KoHTpons  MOIKIIOYEHHS MAIIWHHBIX — HOCUTEJeH
uHpopMauu

3HIN.8

YHuuroxxeHue (ctupanue) uH(popMaIuu Ha
MAIIMHHBIX HOCHUTENIIX IpU UX THepefaye MexIy
MOJIb30BATESIMA, B CTOPOHHHME OpraHU3alUM UL
peMOHTa WM  YTWIM3AIMH, a TaKkKe KOHTPOJb
YHUUTOKEHUS (CTUpAHUSs)

V. Peructpanus coosiTuii 0e3onacHoctu (PCB)

PChb.1

Omnpenenenne coOOBITUI OE30MACHOCTH, IMOJICKAIIUX
perucTpanru, U CpOKOB UX XPAHCHUA

PCb.2

Omnpenenenue cocraBa M coAepkKaHus MHOOPMAIMH O
COOBITHUSX 0€30MaCHOCTH, NOJIIEKAINX PETUCTPALIUN

PCB.3

C6op, 3anuce U XpaHeHHe WHPOPMALUU O COOBITHUSIX
0€301MacHOCTH B TEYEHHE YCTAHOBJIEHHOTO BpPEMEHHU
XpaHEHHUs

PCb.4

PearnmpoBanue Ha cOOM HpU PETUCTPALUU COOBITUIN
0€30MacHOCTH, B TOM YHCIIC allapaTHhIE U POTPaMMHBIC
ommOKK, cOoM B MexaHM3Max cOopa wuHpopManuu u
JNOCTHKEHHE Tpefena WIM TepenolHeHus o0beMa
(eMKOCTH) MAMSITH

PCb.5

MoHuTopuHr  (IIPOCMOTp, ~ aHajdM3)  pPe3yJIbTAaTOB
perucTpanuu coobITHi 6€30IaCHOCTH U pearnpoBaHUe Ha
HUX

www.consultant.ru

HafeXHasa npaBoBas noaaepXxka

CrpaHvua 32 u3 40


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

Mpukas ®CTIK Poccun ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"06 yTBepxaeHun TpeboBaHui 0 3awwmTe nHbopMaLmnK, He

COCTaBf4lo...

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 27.01.2022

PCBb.6

['enepupoBanre  BpeMEHHbIX  METOK U (WJIN)
CUHXPOHM3AIMS CUCTEMHOI'0 BpEMEHU B
MH(OPMALIMOHHON CUCTEME

PCB.7

3amura uHGOpMaLIUU O COOBITHSIX 0€30MaCHOCTH

PCB.8

OOecnieueHne BO3MOXKHOCTH IIPOCMOTpa M aHaIU3a
nH(OpPMAIIUN O JACWCTBHSIX OTICIBHBIX IMOJIE30BATEICH B
MH(OPMALIMOHHON CUCTEME

VI. AatuBupycnas 3amura (AB3)

AB3.1

Peanu3anus aHTUBUPYCHOM 3aIUTHI

AB3.2

OOHoBiieHHe 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX IPOrpamMm (BUPYCOB)

VII. O6napy:xenue sropxenuit (COB)

COB.1

OOHapy:xeHue BTOpKeHUH

COB.2

OOG6HoOBIeHNE 0a3bI PEIIAOITUX MTPABUIT

VIII. Kontposb (aHanu3) 3amuiieHHocTy nadopmanuu (A

H3)

AH3.1

BrisiBnieHne, aHanu3 ys3BUMOCTEH WH(OPMAIMOHHON
CHCTEMBI U ONIEPATUBHOE YCTPAHEHNE BHOBD BBISIBIICHHBIX
ySA3BUMOCTEHN

AH3.2

KonTponbs ycTraHOBKM OOHOBJIEHHH MPOrPaMMHOIO
oOecrieyeHus, BKJIOYas OOHOBJIEHHE MPOTrPAMMHOIO
o0ecreyeHus CpeCTB 3alUThl HH(pOpMaLUU

AH3.3

Kontpouns paboTocnocobHOCTH, napameTpoB
HACTPOWKM W  TNPAaBWIBHOCTH  (DYHKIMOHUPOBAHUS
MPOrpaMMHOTO  oOecreueHus: U CPEeACTB  3allIMTHI
uHpopMaUu

AH3.4

Konrtpomns cocTaBa TEXHUYECKUX CpEICTB,
MPOrpaMMHOTO  OOecreueHusi U CPEACTB  3allHTHI
nHpOpMaIUU

AH3.5

KoHtposns mpaBui reHepanvu M CMEHBI Iaposei
MI0JIB30BATENEH, 3aBEACHUS U YIaJIC€HUS YYETHBIX 3aIUcen
MOJIb30BATENIECH, peaM3aluy TPAaBWI pa3sTpaHUUYCHUS
JOCTYTIOM, IIOJIHOMOYHI I10JIb30BaTeNeH B
UH(POPMALIMOHHOM cucTeme

IX. Obecneuenue 1nenocTHOCTH HHPOpMaMoHHOU cucteMbl U nHMopmaruu (OLJI)
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OLJI.1

KOHTpOJIb 11€I0CTHOCTH NPOrpaMMHOTO OOecredeHus,
BKJIIOYasl MPOTPaMMHOE OOECIeueHHE CPEJCTB 3aIlUTHI
nHpopManuu

OLUL.2

KoHTpoib 1eToCTHOCTH MHQPOPMAITUH, COACpKAIIEHCs
B 0a3ax JaHHBIX HHPOPMAIIMOHHON CHCTEMBI

OLUL3

Obecnieuenue BO3MOYKHOCTH BOCCTAHOBJIEHU
HpOFpaMMHOFO O6€CH€‘ICHI/I${, BKJIrO4asa HpOFpaMMHOC
o0OecrieyeHHe CpPEACTB 3alUThl  MH(POpPMAIMK, TpU
BO3HHUKHOBEHUH HEIITATHBIX CUTYAIHH

OLUJL4

OOHapyeHue ¥ pearupoBaHHE Ha IOCTYIUICHHE B
MH(pOpMaMOHHYIO cucTeMy He3anpanBaeMbIX
JIEKTPOHHBIX COOOILICHUH (ITUCEM, TOKYMEHTOB) U MHOM
UHPOPMALIMU, HE OTHOCSAMHMXCS K (DYHKIIMOHHPOBAHUIO
MH(POPMALMOHHOW CUCTEMBI (3aIlIKTa OT criama)

OLJL5

Konrtpons copepxkanus uHpopMauu, nepeaaBaeMoin
U3  UMHPOPMAIMOHHOM  cuUCTeMbl  (KOHTEHHEPHBIH,
OCHOBaHHBIM Ha CBOHCTBaXx oOOBEKTa JOCTyma, u
KOHTEHTHBIM, OCHOBAaHHBI Ha IOUCKE 3alpelleHHON K
nepenaye HWHGOpPMALMKU C HUCHOIB30BAaHHUEM CHUTHATYP,
MacoK U MHBIX METOJIOB), U UCKIIOUYEHHE HENPABOMEPHOMI
nepenayn nHGopManuu u3 UHHOPMAITMOHHON CHCTEMBI

OLJI.6

OrpanuyeHue TpaB I[OJb30BaTelIe 1O  BBOIY
UHPOpPMALUU B UHOOPMAIIHOHHYIO CUCTEMY

OLUJL.7

KoHTpons TOYHOCTHM, TOJHOTBI M TNPABUIBHOCTU
JAHHBIX, BBOJUMBIX B HHPOPMALMOHHYIO CUCTEMY

OLJI.8

KonTponbs ommOO4YHBIX ACHCTBUI IMOJIb30BaTENeil 1o
BBOAy W  (wm)  mepemadye — umHQOpManmMh @ U
NpeaynpekaAeHHe  Mojb3oBaresied 00  OMHMOOYHBIX
JEUCTBUAX

X. O6ecnieuenne nocrynHocta napopmanuu (OAT)

OJIT.1

Hcnonb30BaHne  OTKAa30yCTOWYMBBIX  TEXHUYECKHX
CpeACTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpPEJICTB,
OpOrpaMMHOr0  obOecreueHusi, KaHaJoB  Iepedauu
nH(popmMaluu, cpeAcTB odbecreyeHus] PyHKIIMOHUPOBAHUS
UH(POPMALIMOHHOMN CUCTEMBI

OJIT.3

Kontpons 0€30TKa3HOTrOo (GYHKIIMOHUPOBAHUS
TEXHUYECKUX CPEICTB, OOHApyK€HHE U JIOKAJIU3alHs
OTKa30B  (DyHKIMOHUpPOBaHMS, MpPHUHATHE Mep IO
BOCCTAHOBJICHMIO  OTKa3aBIIMX  CPEACTB M HX
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TCCTUPOBAHUC

OJIT .4

[epunoanyeckoe pe3epBHOE KOTIMPOBaHUE
UHPOPMALIMM HA pE3epBHbIE MAIMHHBIC HOCHUTENN
UHpOpMALIUU

OJT.5

O0ecneuenue BO3MO>XHOCTH BOCCTaHOBJICHUS
UHPOPMALIMU C PpE3EPBHBIX MALIMHHBIX HOCHTENEH
uHpopManuu  (pe3epBHBIX  KOMHWK) B TEUYCHHE
YCTaHOBJIEHHOT'O BPEMEHHOI'0 MHTEpBaja

OJIT.6

Knacrepuszanus H"HPOPMALMOHHOM CUCTEMBI U (WJIH) ee
CEerMEHTOB

OJIT.7

KOHTpOJH) COCTOsIHMA UM KadeCTBa MPEAOCTABJIICHUA
YHOOJIHOMOUYCHHBIM JIMIOM BBIYHUCIUTCIBHBIX PECYPCOB
(MomHOCTEH), B TOM YHUCIIE 10 Tiepeaade nHpopmanuu

XI. 3amuta cpeapl BupTyanuzanuu (3CB)

3CB.1

Unentudukanust W ayTeHTHPHUKAIHUA CYOBEKTOB
JIOCTYyra ¥ OOBEKTOB  JOCTYNa B  BHPTYAJIbHOU
uHppacTpykType, B TOM 4YHCJIE AJAMHUHHCTPATOPOB
YIIPaBJICHUS CPEICTBAMH BUPTYTH3ALUH

3CB.2

VYmopaBieHue JAOCTYNIOM CYOBEKTOB  JlocTyma K
o0BEKTaM JOCTyNa B BHUPTyalbHOW HH(}pacTpyKkType, B
TOM YUCJI€ BHYTPU BUPTYATbHBIX MAITUH

3CB.3

Peructpanust coObITHii 6€30MacHOCTH B BUPTYaIbHOU
UHPPACTPYKType

3CB4

VYmpasienne (punpTpanmys, MapIIpyTU3ALHNS,
KOHTPOJIb COEIMHEHUsS, OJHOHAIIPABJICHHAs IIepejayda)
noTokaMu  HMH(OpMAmMu  MEXAy  KOMIOHEHTaMHU
BUPTYaJIbHONH MH(PACTPYKTYPHI, @ TAKKE IO MEPUMETPY
BUPTYalIbHON UHPPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CepBEpOB  BHPTYyaJIH3aluH,
BUPTy&IbHOW  MamuHbl  (KOHTEHHepa), CEpPBEPOB
YIPaBJICHUS BUPTYyalu3auei

3CB.6

praBHCHHC MNEPEMCIICHUCM BUPTYaAJIbHBIX MAIlHWH
(koHTEHHEPOB) U 00pabaThIBAEMBIX HA HUX JTAHHBIX

3CB.7

KonTpons LEITOCTHOCTH BUPTYaJIbHOU
HHOPACTPYKTYPHI B €€ KOHPUTyparui

3CB.8

PesepBHOE KoOmMpoOBaHHE JAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEACTB, MPOrPaMMHOT0 oOecreueHus
BUPTYaJIbHOW MHPPACTPYKTYpPHI, a TaKkKe KaHAJIOB CBS3U
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BHYTPH BUPTYaJIbHOU HHPPACTPYKTYPbI

3CB.9 Peanu3anus u ynpaBieHHe aHTUBUPYCHOM 3alllUTOM B| + + +
BUPTYaIbHON UHPPACTPYKTYpE

3CB.10 Pa3buenne  BupTyanpHOM — MHPPACTPYKTYypel  Ha| —+ + +
CETMEHTHI (cermMeHTHpOBaHUE BUPTYaIbHON
UHPPACTPYKTYpBl) s oOpaboTku  uH(pOpMALUU
OTIENbHBIM  TOJb30BaTeNeM U (Wiau)  Ipynmnou
I10JIB30BaTENEN

XII. 3amuTa Texauueckux cpeacts (3TC)

3TC.1 3amura nH(popManuy, obOpabaTteiBaeMOi
TEXHHYECKUMHU  CpPEJCTBAMH, OT €€ YTeYKh IO
TEXHHYECKUM KaHaJIaM

3TC.2 Opranuzanus KOHTPOJUpPYEMOHM 30HBI, B mpenenax| + + +
KOTOPOH  TIOCTOSHHO  pa3MEMIaloTCs  CTal[lOHApHBIC
TEXHUYECKHE CPEICTBa, 0OpadaThiBarone HHHOPMAITHIO,
U CpeICTBa 3alIMThl MHPOpMAIMH, a TakKe CpeacTBa
obecnieyeHus (PyHKIIMOHUPOBAHUS

3TC.3 Kontpone um ympaBieHue (U3UYECKUM JOCTYNIOM K| -+ + +
TEXHUYECKUM cpenacTBawm, cpeacTBam 3allUThI
uHpOpMAaIInH, cpencTBam o0ecrieueHHs
(YHKIIMOHMPOBAHMS, a TakXke B TIOMENICHUS U
COOpPY)KEHHs, B  KOTOPBIX  OHH  yCTAHOBJICHHI,
WCKIIIOYAIOIINEe  HECAHKIMOHUPOBAHHBIA  (U3UYECKUI
JOCTYM K cpecTBaM 00paboTku UH(OpMaILUU, CpeIcTBaM
3amuThl  WMHGOpPMALMM U CPEACTBAM  OOecreueHus
(YHKIMOHMPOBAaHUS ~ WH(POPMALIMOHHOM  CHCTEMBI U
MOMEIICHUS U COOPY>KEHHUS, B KOTOPBIX OHH YCTAHOBJICHBI

3TC.4 Pa3memenne ycTpoiicTB BbeIBojga  (oTOOpakeHus)| + + +
UH(POPMALINH, UCKIIIOYAIOIIee €€ HECAaHKIIMOHUPOBAHHBIN
IPOCMOTP

3TC.5 3amuTa OT BHEUIHMX BO3JCHCTBUM (BO3AEHCTBUI +
OKpYKarolein Cpenbl, HECTAOMIHbHOCTH

ANEKTPOCHAOKEHUS, KOHAWIMOHUPOBAHHUS M  WHBIX
BHEITHUX (haKTOPOB)

XIII. 3amuTa nHGOPMAIIMOHHON CUCTEMBI, €€ CPECTB, CUCTEM CBS3H U Mepead TaHHBIX
(BUC)

3UC.1 Paznenenne B nnopmanmonHoi cucteme (PyHKIHI 10 + +
YIPaBJICHUIO (aJMUHUCTPUPOBAHHIO) HH()OPMAMOHHOMN
CHCTEMOM, yIpaBJICHUIO (aAMUHHUCTPUPOBAHUIO)
CHCTEMOM 3aIuTsl nHpopManuu, GyHKIUN 110 00padoTke
uHPOpMAaMU W MHBIX (QyHKIUH wHQOpMaIMOHHON
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CHUCTCMBI

3UC.2

[IpenoTBpaiienue  3agep>KKM  WJIM  NPEPbIBAHUS
BBINIOJIHEHUSI TIPOLIECCOB C BBICOKMM IPUOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MPUOPUTETOM

3UC.3

Obecneuenre 3aumUThl WHGOPMALMU OT PACKPBITHS,
MonudUKAMM W HaBs3bIBaHUS  (BBOJA  JIOXKHOU
UH(OPMALIMKN) TIPH ee Tepenade (MoAroTOBKE K mepeaaye)
0 KaHaJlaM CBsA3H, HMMCIOIIMM BBIXOJ 3a MPCACIIbl
KOHTPOJIUPYEMOH 30HBI, B TOM 4YHCIE OECIpPOBOIHBIM
KaHaJaM CBSI3H

31UC.4

Oo0ecrieuenne TOBEPEHHBIX KaHAJIA, MApPIIPyTa MEXKIY
aZIMUHHCTPATOpOM,  MOJB30BaTeIeM H  CPEICTBAMHU
3anmThl  MHQopMauuu  (PyHKUMAMH — OE30MaCHOCTH
CPEeZICTB 3aLIUThI HH(OPMAIIIHN)

3UC.5

3amper HeCAaHKLIMOHUPOBAHHOM YAaJeHHOM aKTHUBAIMH
BUICOKaMep, MHUKPO(GOHOB M HHBIX MNepH(PEepUITHBIX
YCTPONCTB, KOTOPbIE MOTYT aKTHUBUPOBATHCS yNAICHHO, U
OTIOBEIIIEHHE IOJb30BaTeeid 00 aKTHUBAMM —TaKUX
YCTPOMCTB

3UC.6

[lepenaya ¥ KOHTPOJIb LEIOCTHOCTH AaTpUOYTOB
O0e3omacHOCTH (METOK O€30MacHOCTH), CBS3aHHBIX C
uHdopmarmeld, mpu oOMeHe HHGOpMAIMel ¢ WHBIMHU
UH(GOPMAIIMOHHBIMU CHCTEMaMU

3UC.7

KoHTposlb  CaHKIIMOHMPOBAaHHOTO W  HCKIIIOUEHHE
HECAaHKIIMOHUPOBAHHOIO  HCIOJb30BaHUS  TEXHOJIOTMH
MOOHMJIBHOTO KO/a, B TOM YHCJI€ PETHCTpanus COOBITHH,
CBSI3aHHBIX C HCIIOJIb30BAaHHEM TEXHOJOTHA MOOMIEHOTO
KOJa, WX aHallM3 M pearupoBaHHEe Ha HapyIICHHUS,
CBSI3aHHBIE C HCIIOJIb30BAHUEM TEXHOJIOTHII MOOHMIBHOTO
KoJa

3UC.8

KoHTponb  CaHKIIMOHMPOBAHHOTO W UCKIIFOUEHHE
HECAHKIIMOHUPOBAHHOTO  WCIIOJIB30BaHUS  TEXHOJIOTHH
nepefayd pedd, B TOM YHUCIIE PErHCTPalus COOBITHIA,
CBSI3aHHBIX C HCIOJIL30BAHUEM TEXHOJIOTHUU nepeaayun
peur, HUX aHaJIM3 MW PpCarupoBaHUC Ha HAPYUICHUA,
CBSI3aHHBIE C HCIOJBL30BAHUEM TEXHOJIOTUH nepeaayun
peun

3UC.9

KoHTposib  CaHKIMOHUPOBAHHOW M  HCKIIFOYEHHUE
HECAaHKIIMOHUPOBAHHOU Iepeadyn BHICOMH(pOpMALUHU, B
TOM 4YHCJE€ PpEerucTpanusi COOBITMH, CBSI3aHHBIX C
nepepayeil  BuaeouHbopMmanMM, ~HMX ~ aHAIU3 U
pearupoBaHMe Ha HApYILICHMs, CBSA3aHHBIE C IepeAadeu
BUJICOMH(pOpMAITIT

+ |+
+ |+
+ |+
+ |+
+ |+
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31C.10

[HoarBepxnenue MIPOUCXOKACHUS HCTOYHUKA
uHboOpMaIluy, TMOJIydaeMoil B TIpoIecce OmpeeNieHus
CETEBbIX AJI[PECOB MO CETEBbIM MMEHAM WJIM ONpEEICHUs
CETEBbIX UMEH 10 CETEBBIM aJpecam

3UC.11

ObecrieueHne TOJIMHHOCTH CETEBBIX COEIUHEHUI
(ceaHCcOB B3aMMOJIEUCTBHS), B TOM YHUCJIE ISl 3alUTHI OT
MTOJMEHBI CETEBBIX YCTPOMCTB U CEPBUCOB

3UC.12

Hckmrouenune BO3MO>XHOCTH OTpHULIAHUS
nojp3oBareneM (pakra OTHpaBKUM HHGOPMAIMU JIPYTOMY
10JIb30BATEIIO

3UC.13

Hcknroyenue BO3MOKHOCTH OTPHULIAHMS
nojp3oBaresieM (akta ModydeHHs HHQOpMAIMH - OT
JPyToro MoJjib30BaTes

3UC.14

Hcnonp30BaHue yCTPOWCTB TEPMHUHAIBHOTO JOCTyNa
JUT1st 00paboTKH HHPOPMAITUH

3UC.15

3amuTa apXuMBHBIX (HailIoB, MapaMeTpoOB HACTPOMKHU
CPEACTB  3allUThl HMHPOPMALUU U  IPOTrPAMMHOIO
obecrieyeHUss W UHBIX JIaHHBIX, HE MOJUIeKAIIUX
U3MEHEHHUIO B Ipoliecce 00paboTku HH(OpMaIu

3UC.16

BrrsiBnenne, aHaJIN3 " ONoKMpoBaHKE B
UH(QOPMALIMOHHON CHCTEME CKPBITHIX KaHAJIOB INeperadn
UHPOpMaLMU B O0XOJ pEaTU30BAHHBIX MEp 3aIlUTHI
UHPOPMALMU WM BHYTPH pa3pelIeHHBIX CETEBBIX
IPOTOKOJIOB

3UC.17

Pazbuenue mH(DOPMANMOHHONW CHUCTEMBI Ha CETMEHTBHI
(cermeHnTMpoBaHuE  HMH(DOPMALIMOHHOW  CHUCTEMBI) U
obecrieueHue 3aLUThI [IEPUMETPOB CEerMEHTOB
UH(POPMALIMOHHOMN CUCTEMBI

31C.18

Obecrnieuenne 3arpy3kd U UCIOJHEHUS TPOrPAMMHOTO
o0OecrieyeHHs C MAalIMHHBIX HOCHUTeNel uHbopMaluy,
JOCTYIHBIX TOJIBKO JUUISl YTE€HUS, U KOHTPOJIb LEJOCTHOCTU
JAHHOTO MTPOrPaMMHOTO 00ecTieueHus

3UC.19

M3onsmus  mporieccoB  (BBIMOJHEHHWE MPOTpamMM) B
BBIJICTICHHON 00J1acTH aMSTH

3UC.20

3amura 6ecrpOBOIHBIX COSAMHEHHH, TPUMEHIEMbIX B
UH(POPMALIMOHHON cUCTEMe

3UC.21

Hckirouenue octyna mojp3oBaTesss K MHPOpMaLuy,
BO3HMKIIE B pe3yjbpTaTe JAEUCTBUM IPEABIAYIIETO
IIOJIB30BATENSl 4YEpPe3 PpPEECTphbl, OINEPATHBHYIO IAMSATH,
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BHEIIHHE 3aTIOMUHAIOIIUE YCTPOUCTBA U MHBIC 00IIUE st
MOJIL30BAaTENCH pecypchbl HHPOPMAITMOHHON CHCTEMBI

3UC.22

3ammra HMHGOPMAIMOHHOM CHUCTEMBI OT  yrpo3
6e30macHOCTH MH(pOpPMAIMK, HANpPaBICHHBIX HAa OTKa3 B
00CITy’)KUBaHUH WH(POPMAIIMOHHOMN CHCTEMBI

3UC.23

3amuTa nepumeTpa (puzndeckux U (WIH) JOTHIECKUX
rpaHul])  WHOOPMAIIMOHHOW  CHCTEMBI  TpPH  €e
B3aMMOJICCTBHM  C  HMHBIMH  HWH()OPMAIMOHHBIMU
cUCTeMaMHU "
UH(POPMAIMOHHO-TEIIEKOMMYHHUKAITHOHHBIMU CETIMU

31C.24

IIpekpamienne  CeTeBBIX  COCMUHEHUHM MO  UX
3aBepUICHUH WJIM MO0 HCTEYEHUH 33JaHHOTO OIEepaTopoM
BPEMEHHOI'O  HHTEpBajla  HEAKTUBHOCTH  CETEBOTO
COCIUHCHUA

3UC.25

Hcnonp3oBanue B MHPOPMALMOHHONW CHCTEME WM €e
CECrMCHTAax Pa3InYHBIX THUIIOB O6H.[€CI/ICTGMHOFO,
IMPUKIIAJHOTO u CrIenuaJIbHOI'O mporpaMmMHOIO
oOecnieueHus (Co3/1aHne TeTepOreHHON Cpe/Ibl)

3UC.26

Hcnons3oBaHnne MOPUKIAHOTO U CHEIUAIBHOTO
MPOrpaMMHOTO 00€eCIeUeHrs, WMEIOIINX BO3MOXKHOCTh
(yHKIIMOHUPOBAHUS B Cpeliax pa3InYHbIX ONEpPallMOHHBIX
CUCTEM

31C.27

Co3manne (AMyNANus) JOXKHBIX HHPOPMAIIMOHHBIX
CHUCTEM WM HMX KOMIIOHCHTOB, IpEIHA3HAYCHHBIX IS
OoOHapy»XeHHs, PETruCTpallud W aHajau3a JeUCTBUH
HapylmuTeae B MpoOLEecce  pealn3alud  yrpo3
6e30macHOCTH HHPOPMALIUN

3UC.28

BocnpousBenenrie  J0XHBIX U (WIM)  CKpBITHE
UCTUHHBIX OTJEJNBHBIX HH()OPMAIMOHHBIX TEXHOJOTHH U
(unu)  CTPYKTYpHO-(PYHKIIMOHAJIBHBIX  XapaKTEPUCTHK
UHQOPMALIMOHHOM  CHUCTEMBl WJIM €€  CErMEHTOB,
o0ecrieunBaroiee HaBA3bIBAHHE HApPYIIUTENIO JIOKHOTO
npeicTaBieHuss 00  HUCTUHHBIX — HMH(OPMAalMOHHBIX
TEXHONOTUSIX M (MIHM) CTPYKTYypHO-(YHKIIMOHAIBHBIX
XapaKTepUCTHKAaX HH(POPMAITMOHHON CHCTEMBI

3UC.29

IlepeBon  uHGpOPMAIMOHHONM  CHUCTEMBI WM €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee OIPE/EICHHYIO
KOH(UTypaluio, o0ecrne4ynBaroILyo 3aLUTY
uH(popMaIuy, B cllydae BO3HUKHOBEHUH OTKa30B (cOOEB)
B CHCTeMe 3aluThl uHpopManuu HWHGHOPMALUOHHON
CUCTEMBbI
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"06 yTBepxaeHn TpeboBaHUiM 0 3aluTe MHDOPMaLUKM, He [llata coxpaHeHus: 27.01.2022
COCTaB/ISAlo. ..

31C.30 3ammra  MOOMIJIBHBIX TEXHUUYECKUX cpencTs,| + + +

MIPUMEHSIEMBIX B UH(POPMALIMOHHON cucTemMe

"+" - Mepa 3amuThl MH(pOpPMAIMM BKIIOYEHA B 0a30BBIH HAOOp Mep Uil COOTBETCTBYIOLIETO
KJlacca 3alMIIEHHOCTH HH()OPMAMOHHON CUCTEMBI.

Mepsl 3amuThl wHGOpMaNMH, HE 0003HAYEHHBIC 3HAKOM '"+", TPUMEHSIOTCS TNPH aJanTalud
6a3oBoro Habopa Mep M YTOYHEHHUU a/IallTUPOBAHHOTO 6a30BOro Habopa Mep, a TakkKe MpH pa3padoTke
KOMIIEHCUPYIOIIHUX Mep 3aluThl HH(GOpMauy B HHHOPMALIMOHHOM CUCTEME COOTBETCTBYIOIETO Kjlacca
3alUIEHHOCTH.
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